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Flexiplace Agreement

	Introduction
	This is an agreement between the Department of Energy (DOE), Office of Science-Chicago Office (SC-CH)/SC Site Office and its employee,      ________________, for the purpose of specifying the terms and conditions of a flexiplace arrangement under which the employee will work at an alternate workplace.  This arrangement is not an employee entitlement, does not change the terms and conditions of their appointment, and is not guaranteed to continue indefinitely.  This arrangement is intended to be an additional method DOE utilizes to accomplish work.

	Type of Arrangement
	 FORMCHECKBOX 
 Project-based       FORMCHECKBOX 
 Regular       FORMCHECKBOX 
 Regular/Project-based Medical (doctor’s approval required)

                                   (Check the appropriate type)

	Dates and Assignments
	Project-based:

This agreement will be in effect from       FORMTEXT 

     
________ to ____________* in order to complete the following assignment(s):

     

























.

*If a block of time is identified, actual telecommuting hours will be requested and approved

 by my first-line supervisor one day in advance of telecommuting, and my supervisor will 

 notify my timekeeper for recordkeeping purposes.

Regular:

Under this Agreement, effective      __________, I will work from the identified alternate workplace on      __________________________ (specify day(s) of the week) in order to perform the following regular/recurring tasks of which I am responsible:

     

























.



	Work Schedule
	Your work schedule will be      



 to 

	Alternate Workplace
	Your alternate workplace location is       FORMTEXT 

     





.  The telephone number where you can be reached is 



.  

	Management’s Rights
	Management has the right to terminate/modify this agreement at any time, and have reasonable access to you (i.e., by telephone, e-mail, or fax) at your alternate workplace.  Based on the urgency of a given situation, management may require you to report to the office within a minimal period of time.

	Your Responsibilities
	You will perform those work assignments agreed to with your supervisor in the time frame discussed to the extent you have control over the completion of those assignments.  You will ensure that you have, or have access to, the appropriate resources to perform those assignments at the alternate workplace.  You will be accessible during agreed-upon hours of work.  You will safeguard DOE equipment and records and use such equipment and records for official business.  You will also safeguard service and maintain any of your own equipment used to perform your work at the alternate workplace.  If your workplace is your home, you will maintain it in a reasonably safe condition.  You will keep your alternate workplace hazard-free and normally free from distractions.  You are bound by the Standards of Conduct for Employees of the Executive Branch and the Department’s supplement thereto while working at your alternate workplace.  You may terminate this agreement at any time by giving your supervisor notice and returning to your official workplace.  


	Time and Attendance
	Your timekeeper will be provided a copy of your work schedule.  Normal rules and procedures apply for authorizing, approving, earning, and using leave.  Your time and attendance (T&A) must be reported to your timekeeper and certified by your certifying official, so there is an accounting for all hours included in your agreed-upon work schedule.  Your T&A will be reported as though you are at your duty station; however, administrative dismissals are based only on the workplace affected by the dismissal.  You will obtain approval in advance for any schedule change, except for unexpected leave situations, which are to be reported as soon as practicable.

	Pay, Leave, and Travel
	Your pay and leave are based on your duty station.  This agreement is not a basis for changing your salary and/or benefits.

	Resources Provided
	If you are being supplied with a telephone card, you are to follow SC-CH/Site Office procedures for checking it out and returning it.  If you provide any resources, you do so at your own expense.

	Expenses
	You are not authorized to incur any expenses without prior approval.

	Performance
	Your performance will be evaluated based on the quantity and quality of the work products, the progress on your assignments that you report, and any other appropriate measures, such as timeliness, responsiveness to customer needs, accessibility, etc., your supervisor has communicated to you.

	Liability
	You assume full responsibility for any damage to personal/real property that may occur as a result of working at an alternate workplace, except to the extent that DOE is held liable under the Federal Tort Claims Act or the Military Personnel and Civilian Employees Claims Act.  If you are injured during your authorized hours of work at your alternate workplace, you are covered by the Federal Employee Compensation Act Program.  You must notify your supervisor immediately of any accident/injury that occurs at the alternate workplace and complete any required forms.  The Department may investigate such a report immediately.

	Inspections
	You are subject to a physical inspection of your workplace, equipment, and records during normal working hours, upon reasonable notice, normally at least 24 hours in advance.  If you are suspected of a security violation, an inspection may be unannounced, but during normal working hours.

	Effect of Failure to Fulfill the Terms of This Agreement
	This agreement will be terminated if you fail to fulfill its, or any amendments to its, terms.  Termination for reasons of misconduct/failure to protect equipment, records, and/or data may result in disciplinary action and/or suspension, or revocation of your security clearance, if appropriate.


INFORMATION SECURITY AND PERSONALLY IDENTIFIABLE INFORMATION

You are responsible for complying with information security requirements, as identified in DOE Manual 470.4-4, DOE Order 471.3 and DOE Manual 471.3-1 as they pertain to Unclassified Controlled Information and Official Use Only.

Information Security

Unclassified Controlled Information (UCI) is information for which disclosure, loss, misuse, alteration or destruction could adversely affect national security or governmental interests.  National security interests are those unclassified matters that relate to the national defense or foreign relations of the U.S. Government.  Governmental interests are those related, but not limited to, the wide range of government or government-derived economic, human, financial, industrial, agriculture, technological and law enforcement information, as well as the privacy and confidentiality of personal or commercial proprietary information provided the U.S. Government by its citizens.

The most common type of UCI applicable to this procedure is identified as Official Use Only (OUO).  To be considered OUO, the information has to meet three criteria:  (1) it must be unclassified, (2) have the potential to damage governmental, commercial or private interests if disseminated to persons who do not need to know the information to perform their jobs or other DOE authorized activities and (3) fall under at least one of eight Freedom of Information Act categories.

SC-CH UCI Security Procedures
1.
Hand carrying Documents from SC-CH to an Alternate Work Location (AWL)
· UCI documents must be transported in a locked briefcase; and

· SC-CH personnel will maintain custody of the documents during transport and ensure the most direct route to and from the AWL is used.  “Direct route” is from your duty station to the AWL without vacating the vehicle.

2.
AWL Information Security


“Protection in use” is a concept which an employee’s reasonable measures to prevent access to documents containing UCI by persons who do not require the information to perform their jobs or other activities.  Common measures are as follows:

· When in use, all UCI must remain under the direct control and observation of the responsible SC-CH employee;

· All reasonable precautions will be made to prevent access by unauthorized persons; and

· When not in use, all UCI will remain in the locked briefcase and/or file cabinet as deemed appropriate.

“Generating” is defined as the creation of a document by any manual or electronic method.  The most common method of manual generation is a handwritten document, while electronic refers to an automated information system such as a computer.  Basic principles are as follows:

· Drafts, notes, letters and working papers must be afforded the appropriate protection measures as identified above;

· The author must identify the sensitivity of the information that requires protection;

· Generated documents containing UCI require to be marked with the words “Official Use Only” or “OUO” if space is limited.  Placement of these markings are on the bottom of each page minimally, or top and bottom of each page; and

· Coversheets, labels and other marking methods will be utilized as appropriate.

An automated information system or computer must ensure methods are in place (e.g., authentication, file access controls, passwords) to prevent unauthorized access to UCI stored or being processed on that computer system by unauthorized persons.  For instance: 

· All the above principles apply to any electronic media produced;

· Password protected files will be utilized when transmitting files via non-secure methods;

· Mass storage media (thumb, jump, USB drives) for office file transfers will employ appropriate physical and administrative protection measures commensurate with the risk; and

· Virus scans will be completed of all electronic media entering the duty station network prior to transfer.

The destruction of any documents containing UCI should be conducted at the duty station utilizing the approved equipment.  Destruction of UCI requires shredding by a strip cut shredder meeting residue requirements not greater than ¼” in width.
3.
Reporting Requirements for Incidents

All SC-CH personnel are required to report incidents of security concern to the Director, Safeguards and Security Services, immediately.  Incidents of concern could be the loss, unauthorized access or theft of UCI.

Personally Identifiable Information

As described in DOE CIO Guidance CS-38, any information about an individual maintained by an agency, including but not limited to, education, financial transactions, medical, criminal or employment history and information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, etc., including any other personal information which is linked or linkable to an individual is considered Personally Identifiable Information (PII).

Persons requiring the use, dissemination, storage and porting of PII data on all portable devices and portable media must receive authorization from the SC-CH Manager (Designated Approving Authority [DAA]) in the form of a written waiver.  If approved, the waiver shall be effective for 90 days from the date of issuance.  Prior to the expiration of the 90-day waiver, the user must provide evidence that the PII data has been removed from the portable device or media.  Use, dissemination, storage and porting PII data beyond 90 days requires re-authorization by the DAA.  Data that has been identified as PII must be encrypted using SC-CH provided encryption software.

The loss, theft or compromise of a device containing PII data must be reported to the Director, Office of Information Management Services (SC-CH Computer Protection Program Manager [CPPM]) and DAA within 30 minutes of the event.  The CPPM will notify the Computer Incident Advisory Capability within 15 minutes of receipt of the notice from the user.

Flexible Workplace Safety Guide

· Ambient temperature, noise, ventilation, and lighting levels should be appropriate for comfort and normal level of job performance.

· All electrical equipment should be free of recognized hazards that would cause fire or electrical shock (i.e., frayed and loose wires, exposed and bare conductors, flexible wires running through doorways).

· Telephone lines, electrical, and extension cords should not pose a tripping hazard.

· Grounded (three-prong) electrical outlets should be available for use in work area.

· Power outlet strips should be fused to prevent overloading.

· Chairs should be adjustable to accommodate the employee, have a five-coaster base, be fitted with armrests, have sufficient back support, and feet should be able to reach the floor or be fully supported by a footrest.

· Work space should be neat, clean, and free of excessive amounts of combustibles.

· Floor and carpet surfaces should be well-secured, clean, dry, level, and free of worn/frayed seams.

· Work station (keyboard, monitor, and chair) should promote neutral posture (i.e., no prolonged or excessive joint or muscle strain should be experienced).

· View of the computer screen should be free from obstruction, noticeable glare or reflection, and positioned immediately in front of the employee at eye level when in use.

I hereby certify that the above Guide has been discussed with me and I understand the terms and conditions of the entire Flexiplace Agreement:

_____________________________


_______________

Employee Signature




Date

Approve/Disapprove Flexiplace Agreement:

_____________________________


_______________

Supervisor Signature




Date

Approve/Disapprove Supervisor’s Recommendation:
_____________________________


_______________

Approving Official Signature



Date

“REGULAR” TELECOMMUTING SCHEDULES FOR SC-CH EMPLOYEES ONLY:
Approve/Disapprove

____________________________


_______________

SC-CH Manager




Date

Distribution of Approved Flexiplace Agreement

Employee

Employee’s Supervisor

Employee’s Timekeeper (original)

SC-CH Flex Advisor (HRS)
PRIVACY ACT STATEMENT
Collection of the information is authorized by the U.S. Department of Energy (DOE) Organization Act, 42 USC 7101 et. seq.  The home address and telephone number of the employee are used as employee contact information at an alternate workstation for telecommuting purposes.  Access to or use of the information is permitted only to authorized DOE personnel with a need for the information to perform their duties.  Information also may be shared with personnel from other Federal, State, and local agencies for DOE employment purposes, with DOE contractors in performance of their contracts, and to a member of Congress as part of a constituent’s request. Furnishing the information is voluntary, but failure to do so may result in disapproval of telecommuting.
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