Specific Cyber Security Plan
The Specific Cyber Security Plan must be signed by a cyber security person or other personnel from the laboratory who has looked over the plan and takes full responsibility for the plan.

NOTE: If needed, this document is prepared by the Visited Laboratory.

NOTE: All packages are marked Official Use Only Privacy Act material involved.

Example/Template Below:
Cyber Security Plan
For [Enter NAME]
The foreign national visitor will not be permitted access to the DOE computer Local Area Network (LAN).

1)
List the specific cyber systems the user will be given access to at a DOE facility, e.g., the specific cyber systems the user will be given access to will be located at the [Enter Facility Name (e.g., DOE/Germantown/Forrestal Building)]. The user will have access only to systems within the domains required to conduct his or her work. Access control is provided through the native Microsoft(r) Windows NT(r) file system (NTFS) and Domain Controller(s)/Active Directory. Authentication is granted through an NT log to the Domain. 
2)
The specific time for the user to have connectivity to the Office network will be from [Enter Date(s)]. This is in fulfillment of the requirement to [Enter the requirement (e.g., be able to successfully give a presentation on the Heavy Ion Program at the various Office of Science laboratories)]. [Enter justification.].
3)
The user will not be connecting to the Office of Science LAN, and will not have access to the Department of Energy LAN (DOENET).
The user will have no devices that will allow wireless communication through network cards, wireless phones, and Personal Digital Assistants (PDAs); or a real-time mechanism to discover, review, or block new internal network devices. The host/escort is responsible for maintaining control of the visitor’s access to computers or network connections, including cable, wireless, and infrared – any mechanism for connecting an external system to the DOE network.
4)
The information network administration staff may audit computer access at any time.

5)
The user will not have access to any Unclassified Controlled Information. The user will not have administrative privileges on the domain(s). The user will not have or need access to operational Financial Management Information System (FMIS) or any sensitive financial data. The user may not extend the network. Additionally, the visitor may not bring any personally-owned computer software into a DOE Headquarters facility. He or she will be required to follow existing rules of use for the DOE network. The assignee will comply with DOE O 205.2, Foreign National Access to DOE Cyber Systems.

I accept residual risk for this individual:

                                                                                                  
                          
[Enter Host Name and Organizational Code]
Date

                                                                                                  
                          
[Enter Name]
Date
[Enter Title (e.g., Cyber Security Manager)]
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