SPECIFIC SECURITY PLAN
NOTE: This document is prepared by the Visited Laboratory.

NOTE: All packages are marked Official Use Only Privacy Act material involved.

Example/Template Below:

UNCLASSIFIED FOREIGN NATIONAL VISITOR
SPECIFIC SECURITY PLAN
MEMORANDUM FOR:
RAYMOND L.ORBACH

UNDER SECRETARY FOR SCIENCE

OFFICE OF SCIENCE

THROUGH:
MARK THORNOCK, SC-31


DIRECTOR


SAFEGUARDS AND SECURITY DIVISION H

FROM:
SHAKIA ELLIOTT


SAFEGUARDS AND SECURITY DIVISION


OFFICE OF SCIENCE

SUBJECT:
Unclassified Foreign National Visitor Specific Security Plan for NAME
This plan establishes minimum-security measures for the protection of DOE classified and sensitive unclassified matter during the visit of a foreign national to the Office of Science at DOE Headquarters. This specific security plan is for NAME, a citizen of the sensitive country COUNTRY OF CITIZENSHIP, who will not require access to a Limited Security Area and will not need to discuss a sensitive subject. The following minimum-security measures will be implemented during the visit:

Visitor does not have a current Indices Check.  A counterintelligence memo has been forwarded to CI on DATE.

Or

Visitor has a current Indices Check expiring on DATE.
1. Security Areas to be accessed:  None
2. Dates/times of assignment:  Dates
3. Sensitive subjects to be discussed:  None
4. Verification of visitor status:  The sponsoring HEADQUARTERS ELEMENT PROGRAM OFFICE will verify the passport, visa, and Immigration and Naturalization Service (INS) information and validate in FACTS prior to granting access.
5. Badging procedures:  A DOE HEADQUARTERS “FV” badge will be issued. A representative from the Office of Science will meet the visitor upon arrival and assist in the badging process.
6. Briefing of foreign national visitor:  The visitor will be advised by an Office of Science escort of the escort requirements indicated in paragraph 7, below, of the proper wearing of the DOE badge, and of controlled and prohibited items. These items include firearms; knives with blade longer than four inches; explosives; cameras; and privately-owned radios, tape players, pagers, calculators, compact disc players, electronic toys, cellular telephones, and computer hardware and software.
7. Escort procedures:  Visitor will be under escort by a U.S. citizen assigned to the Office of Science at all times while the visitor is in Limited or Exclusive Area and during security hours in a Property Protection Area at DOE HEADQUARTERS. The escort will ensure that the visitor does not attempt to access any Limited or Exclusive Areas other than those identified in paragraph 1 above; obtain classified or sensitive but unclassified matter; or remove DOE property.
8. Computer access:  The visitor will NOT be permitted access to DOE computer equipment. Additionally, the visitor may not connect (plug-in or wirelessly) to the DOE LAN.
9. Certification:  The Office of Science host is responsible for implementing this security plan and protecting DOE security interests during the visit. The host must also ensure the visitor is not permitted access to areas processing classified information unless prior arrangements have been made and approval has been granted.
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