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INTRODUCTION
A safeguards and security survey of [INSERT FACILITY NAME] is scheduled for the period of [INSERT SURVEY DATES].  This survey plan summarizes both the scope of this survey and the process for gathering and validating relevant facts.  The signatures of Department of Energy (DOE) officials from the Cognizant Security Organization (CSO) certify that this document constitutes a viable approach to an assessment of the safeguards and security interests at this facility.

Requirement
DOE M 470.4-1,chg 1, Safeguards & Security Program Planning and Management, prescribes DOE policies for safeguards and security surveys, including a requirement for periodic comprehensive surveys of all facilities that possess classified matter, special nuclear material (SNM), more than $5 million in DOE property and/or other hazardous material,  .
This survey was planned and conducted in accordance with DOE Order 470.4A, “Safeguards and Security Program”, dated May 25, 2007 and the procedures described in the Office of Science Management System (SCMS), Safeguards and Securities Oversight Activities subject area.
Objectives
The objective of conducting surveys and assessments is to provide assurance to the Office of the Secretary, the Office of Science (SC) and other Departmental elements, and other government agencies that Safeguards and Security (S&S) interests and activities are protected at the required levels. They also provide a basis for line management to make decisions regarding S&S program implementation activities, including allocation of resources, acceptance of risk, and mitigation of vulnerabilities. The results must provide a compliance-and-performance-based documented evaluation of the S&S program element. Additionally, surveys and assessments must (1) identify S&S program strengths and weaknesses, (2) develop and complete a process improvement schedule, (3) use the results to correct and improve the overall S&S program, and (4) provide documentation of oversight and assessment activities. 

The survey program is an integral part of the safeguards and security program and consists of performance and compliance reviews of all facilities under the cognizance of the CSO. 
OVERVIEW
The purpose of this plan is to detail the methodology to be used in assessing the topical areas to be reviewed during the inspection.  By virtue of difficulties encountered with personnel considerations, the period and scheduling of survey activities has been agreed upon as being tentative.  The formal in-briefing is scheduled for [ENTER DATE]. The following topical areas will be inspected by the team members identified below:
Program Management                                         

[Enter Team Member Name]

Protective Force Operations                                     

[Enter Team Member Name]

Physical Security                                                     

[Enter Team Member Name]

Information Protection                           
       

[Enter Team Member Name]

Cyber Security





[Enter Team Member Name]

Personnel Security                               


[Enter Team Member Name]

Unclassified Visits & Assignments by Foreign Nationals 
[Enter Team Member Name]

Nuclear Materials Control and Accountability   

[Enter Team Member Name]
The survey will be conducted in a professional and courteous manner and be consistent with all applicable DOE references including, but not limited to those identified in each topical area subsection of this plan.  Should an issue arise that prevents any survey team member from participating in the survey activities as expected, the survey Team Lead should be notified immediately.

The following are references applicable to all topical areas:

DOE Order 470.4A, “Safeguards & Security Program”

DOE M 470.4-1, chg1, Safeguards & Security Program Planning and Management

DOE M 470.4-2, Physical Protection

DOE M 470.4-3, Protective Force

DOE M 470.4-4, Information Security

DOE M 470.4-5, Personnel Security

DOE M 470.4-6, Nuclear Material Control and Accountability

ON-SITE ACTIVITIES
Opening Meeting
The Opening Meeting is conducted by the Team Lead with all team members and the appropriate facility staff present.  This meeting will include an introduction of the survey team, and provide a brief overview of the scope of the survey.  Appropriate facility management should be prepared to provide an overview of any site specific programs that are of interest to the survey. This briefing has been tentatively scheduled for [ENTER TIME, DATE, ROOM LOCATION].  Survey team members will use the opening meeting to establish points of contact with facility staff and finalize schedules to the extent possible.
Daily Progress Reviews
The team will meet on a daily basis at the end of the survey workday to review the progress of the survey, discuss any areas of concern or problems that have developed, and to verify and draft findings when appropriate.  The facility will be informed of significant issues as they develop so appropriate facility personnel have the opportunity to correct any misinformation that the survey team may be using in their evaluations, misstatements of facts, or to rectify any problems prior to the conclusion of the survey.  
Team members may wish to use part of the review to organize work papers and other materials and to plan for the activities of the next day.  [ENTER FACILITY NAME] has setup computers and phones for team use in the [LOCATION].  Additionally, the laboratory will ensure that prox cards and computer network access are available to the survey team upon arrival.  

The survey Team Lead will validate all areas of concern (potential findings) and suggestions with appropriate laboratory and/or site office staff prior to the final review.  Any findings will be clearly defined and referenced to the applicable sections of the DOE Order, directive and/or plan which is not being fulfilled.

Final Review
Upon completion of survey activities, a final review meeting will be held to validate any findings, suggestions, and the survey ratings that will be reported.  Any questions or uncertainty concerning findings or suggestions should be resolved during this time to ensure that the information communicated to the facility is accurate.
Findings, as designated by the Team Lead will be presented in a report format with clearly defined and referenced DOE Order and facility SSP citations.  Impact statements will also be provided for each finding or group of findings.  The Team Lead will review the results and proposed rating with the Director, Safeguards and Security Services (SSS), prior to the formal closeout meeting.

Closeout Meeting
The closeout meeting will be conducted with the facility on [ENTER TIME, DATE, ROOM LOCATION].  At this meeting the Team Lead will provide the facility with the following:

1.
Program strengths and weaknesses
2.
All findings

2.
Corrective action reporting requirements for all open findings, regardless of source; and
3.
Topical and composite ratings.
(For less than satisfactory ratings, the communication of the composite rating initiates the actions 
required in DOE M 470.4-1 Chg1, Part 1, Section G, Para 8.)
Survey Methodology
The survey will consist of methods including but not limited to interviews, document review, observance and survey of activities and areas of security interest in order to determine the adequacy of S&S and administrative measures and security system controls.  Survey team members may also use Limited Scope Performance Tests (LSPTs) to ascertain performance levels where appropriate.  
Survey Scope

This plan is based on DOE-wide policy requirements and information obtained from a thorough review of the facility security files and other relevant documents.  At a minimum, the individual responsible for surveying the subtopic must ensure that the facility complies with all applicable requirements in the appropriate directives.  Team members must also ensure compliance with any provision(s) in the facility’s security plan(s) and any other site-specific policies and/or procedures that comply with but impose requirements beyond those mandated by law and/or DOE directive.
Many directives that include a separate Contractor Requirements Document (CRD) extend all requirements to both DOE and contractor facilities, although some CRDs do not exactly mirror the corresponding basic directives.  

Although some new directives require immediate implementation by contractors, the adoption of others is contingent on a modification of the registered contract.  In the latter cases, a cancelled directive expressly referenced in a contract may remain temporarily applicable to that specific facility until the contract is amended.  If a contractor maintains that a new directive is not yet applicable for this reason, the survey team will resolve the matter by referencing the contract as well as the express language of the new directive.
S&S TOPICAL AREAS

PROGRAM MANAGEMENT & SUPPORT
The purpose of this portion of the survey is to evaluate the facility’s process of protection program planning and management.  This topic involves a review and evaluation of the facility’s strategy for the development, implementation and maintenance of S&S systems capable of meeting protection objectives in the context of risk and probable (acceptable) consequences.  The planning process objective is the ability to develop plans describing systems (e.g., facilities, equipment, and procedures) capable of satisfying a set of protection criteria. The planning process spans all security activities and requires strong management support.  

References:

· DOE P 470.1, INTEGRATED SAFEGUARDS AND SECURITY MANAGEMENT (ISSM) POLICY

· DOE O 470.4 SAFEGUARDS AND SECURITY PROGRAM
· DOE M 470.4-1 Change 1, SAFEGUARDS AND SECURITY PROGRAM PLANNING AND MANAGEMENT

Program Management & Administration
This topic will assess how effectively the facility integrates all S&S elements into a successful program with appropriate checks and balances.  Effective Program Management and Administration requires a thorough understanding of organizational infrastructure and the ability of management to effectively plan, communicate, and attain program goals within that structure. 

Resources & Budgeting
This topic will review key S&S management plans (i.e. Site Security Plan (SSP), Vulnerability Assessment (VA), Self-Assessment (SA), and Risk Assessment (RA)) that provide details on the laboratory’s resource allocation and budgeting to include budget formation, strategic planning and budget execution for the facility’s S&S program.  Plans should support budget decisions and describe the strategic planning assumptions used to ensure the S&S program will meet mission objectives.
Management plans describe the strategic planning assumptions used to ensure the S&S program will meet mission objectives, and provide strategic budget formulation priorities for S&S resources and programs. Strategic management plans should also detail the allocation of resources that support S&S functions and missions and briefly describe any changes to operational requirements which affect S&S program operations or would require increments or decrements to operational accounts (e.g., program direction, operational support, etc.).
Personnel Development and Training
This topic will review training documents that verify personnel are trained to a level of proficiency and competence and ensures personnel are qualified to perform assigned safeguards and security (S&S) duties.  Annual training plans along with other documents such as initial, refresher, and on-the-job training maybe reviewed by the inspector to assess the effectiveness the facility’s personnel development and training program(s).
S&S Planning & Procedures Management Control
This topic will assess the facility’s standardized approach for their protection program planning (i.e.,VA, SA, RA) that provides a baseline for management’s use when integrating Departmental safeguards and security considerations, facilitating management evaluation of program elements, determining resources for needed improvements, and establishing cost-benefit bases for analyses and comparisons.
Surveys and Self Assessment Programs
A review will be conducted of the self-assessments performed by the laboratory to discern if all topical and sub-topical areas were reviewed as part of the assessment, and to determine if areas for improvement and findings are identified and tracked as appropriate.  Assessment of this area should include a review on how the facility’s Surveys and Self Assessment Programs feed into the laboratory’s protection program planning and management.
Resolution of Findings
Findings are any validated program deficiency (failure to meet a performance or compliance requirement) regardless of source.  Members of the survey team must conduct a thorough assessment of their respective areas and provide validation of each potential finding/suggestion with their facility contact.  These findings/suggestions will be discussed at the daily team meetings.  The Survey Team Lead will discuss all issues with facility representatives.  

All team members must pay close attention to the corrective actions taken in response to any previous findings in order to validate and document adequacy.  The issuance of any new findings as a result of this survey must be clearly defined and referenced to the application sections of the DOE Order, directive and/or applicable plan which are not being fulfilled.

Incident Reporting and Management
This topic will assess the laboratory’s compliance with DOE requirements for timely identification and notification of, response to, inquiry to, report of and closure of actions for incidents of security concern.
Program Wide Support
A review of this topic assesses the impact of the laboratory’s integration of S&S planning on all aspects of S&S operations such as physical protection, protective force, information security, personnel security, and nuclear material control & accountability.  The inspector should be able to identify and review the mechanisms in place to assure that S&S program planning efforts are fully integrated with overall site strategic and near-term operational planning.
Facility Approval & Registration of Activities
This topic will assess the facility’s approval process and review the factors that contribute to the facility’s decisions to continue to and/or develop new areas that receive, generate, review, reproduce, transmit, destroy, discuss, or store; classified matter, nuclear material [including special nuclear material (SNM)], or possess Government owned property (in excess of $5M in value).  
Foreign Ownership, Control or Influence
A review of this topic will assess how effective the facility’s FOCI program is in obtaining information that indicates whether DOE offerors/bidders or contractors/subcontractors are owned, controlled or influenced by foreign individuals, governments or organizations, and whether that foreign involvement may pose an undue risk to the common defense and security.
Security Management in Contracting
This topic will assess how effective the laboratory implements and manages DOE requirements (i.e. Security/Protective Force operations).  The laboratory should be able to provide evidence of appropriate management and supervision; a comprehensive, well documented training program; and sufficient quantities of appropriate, well maintained, and logically deployed equipment and facilities.
PROTECTIVE FORCE OPERATIONS
The purpose of this portion of the survey plan is to detail the areas to be reviewed during the evaluation of the Protective Force (PF) topical area.  Team members will utilize the references common to all areas/elements as listed in this plan to evaluate compliance and performance based upon data collected, and observation of activities during the survey.  
The team will conduct interviews, documentation review, and actual/visual survey of physical security systems at the site.  Performance testing, LSPTs will also be conducted.  The performance testing scenario will be developed, reviewed, and approved by the appropriate DOE/LAB and management officials.  The review will include appropriate safety evaluation.  

References:
· DOE Notice 473.9 "Security Conditions"

· Medical Standards for the Protective Force Officers, 10 CFR 1046

· Arrest Authority, Search and Seizure, Use of Force for Protective Force Officers, 10 CFR 1047

· Memorandum of Agreement 

· Site  Safeguard and Security Plan
· DOE O 470.4 Safeguards & Security Program
· DOE M 470.4-3 Protective Force
· DOE M 470.4-1, Safeguards & Security Program Planning & Management
Management
This topic will consist of a review of the laboratory’s program management methodologies for Protection Program Operations (PPO).   A review of the actual roles, responsibilities, authorities, and accountabilities of staff and line management will be verified against documentation.  A review of this topical area will also include an assessment of how the laboratory works with the Protective Force Personnel to provide and implement the objectives of the PPO requirements as agreed upon.  Protective Force operations are implemented to protect special nuclear material, classified matter, unclassified sensitive matter, and Government Property.  PPO encompasses the entire physical security program at a facility.  
Duties
This portion of the survey will evaluate each organizational entity in their respective missions and for overall effectiveness in providing security measures that adequately protect DOE assets.  
PHYSICAL SECURITY OPERATIONS
This portion of the survey addresses the scope and effectiveness of the physical security systems in place.  Physical security is the system designed to protect specific DOE assets at the inspected facility.  This portion of the survey examines the overall operation of the graded security program and determines its efficiency and effectiveness in protecting those assets.  It will examine security measures at the facility as well as how those measures are integrated into the overall protection program.  

 

Sub topical elements of Physical Security include; access control, intrusion detection and assessment systems, barriers and delay mechanism, testing and maintenance, and communications.  The Physical Security of a facility also includes security equipment, procedures, management and supervision, and the effective, efficient integration of these elements into a total system.  

 

The review of this area will include a thorough examination of facilities and equipment, fences, barriers, lighting, sensors, alarm assessment devices, storage containers, entry control units, access control systems, central alarm station (s), power systems, communications, testing, maintenance and other real property and hardware designed for or affecting security.   Evaluation of measures to protect government property will include a review of property loss statistics and an evaluation of reporting.  The facility’s lock and key accountability will also be evaluated. 
 
References:

· DOE M 470.4-2 Physical Protection

· DOE M 470.4-4 Information Security

Access Control
This portion of the survey will address all methods to control access control to SNM, classified matter/TS, and other DOE properties and facilities.  These areas will be surveyed for adequate access controls and procedural documentation.  The facility’s program for issuance and control of badges, credentials, and shields will also be reviewed.

During this portion of the survey, the various components of the laboratory’s physical security systems as they relate to property protection measures will also be evaluated.  This survey will address the facility’s property protection program.  Property loss statistics will be reviewed and evaluated to ensure appropriate reporting, follow-up, and cause/trend evaluation are being performed.  The surveyors will ensure that property protection is adequately addressed in the Laboratory’s security education program.

An integral part of the access control programs is an adequate lock and key accountability system.  Following are some areas which will be reviewed during this survey:

 

· key accountability
· key possession authority
· key control, including review of locksmiths procedures
· lock and key pad maintenance

· Combination/core changes and reordering
Intrusion Detection and Assessment System
This portion of the survey addresses the effectiveness of the intrusion detection and assessment systems in place.  The intrusion detection and assessment systems in place will be compared against the descriptions noted in the approved SSP.  IDS components will be tested using a random sample to check for proper operation, performance, and reliability.  Sensors and other physical protection systems hardware maintenance and testing maintenance records will be reviewed.  Additionally, a performance test of the facility’s backup powers systems will be performed.  CCTV, alarm communications, lighting systems should function normally while on the emergency backup power systems.  The transition to backup power should be smooth and occur without disruption of key systems.

Barriers and Delay Mechanism
A review of this of this sub-topical area will determine the effectiveness of barriers and delay mechanism in protecting SNM, classified/TS, and other DOE properties and facilities.  These areas will be inspected for adequate physical barriers.

Testing and Maintenance
This area will address the Laboratory’s program for testing and maintenance of all security related hardware.  Sensors and other physical protection systems hardware maintenance and testing maintenance records will be reviewed.  Random testing of key systems will be conducted to observe testing procedures.

Communication
This area will address all means used for security communications.  This includes operation of the central alarm station, radio communication and other means of voice and data communication important as a primary backup for security purposes.

 
INFORMATION PROTECTION
The survey of the Information Protection (IP) topical area will evaluate the Laboratory's program effectiveness and compliance with applicable DOE directives.  The purpose of this portion of the survey plan is to detail the areas to be inspected.  It is organized by sub-topical areas within IP.

References:
· DOE Manual 470.4-1, “Safeguards and Security Program Planning and Management”, 

· change 1 :3-07-06

· DOE Manual 470.4-2, “Physical Protection”, Change 1: 3-07-06

· DOE Manual 470.4-4, “Information Security”, 8-26-05

· DOE Manual 475.1-1A, “Identifying of Classified Information”, 02-26-01
Responsibilities and duty assignments within the facility’s IP Program will be reviewed to ensure the overall objectives and performance/compliance requirements of the IP program are being met.  To analyze compliance with DOE Directives for IP and effectiveness of the program, the following areas will be reviewed utilizing checklists.  Performance tests will also be conducted.

Technical Surveillance Countermeasures
The program review of this sub-topical area will assess the adequacy of the TSCM management records and files required by the program.  In addition, corrective actions to date, for Findings/Recommendations of the last TSCM survey will be inspected for adequacy.  The status of TSCM briefing programs will be ascertained by interviewing the individual responsible for the Laboratory’s security education.

Operations Security
OPSEC is the process within DOE designed to disrupt and/or defeat the ability of a foreign intelligence or other adversaries to exploit unclassified sensitive Departmental activities or information to prevent the unauthorized disclosure of such information.  This section of the survey will evaluate the adequacy, effectiveness, and compliance of the facility’s OPSEC Program.  The inspector will ensure that site-specific OPSEC Assessments (OAs) schedules have been developed, assessments are conducted, records maintained, and countermeasures developed, and communicated to management for approval. 

Classification Guidance
This portion of the survey will review the classification program and ensure that it meets the requirements established by DOE directives and documented in a checklist format.   Classification guidance will be reviewed along with any locally approved guides.  Appointment letters for derivative classifiers, derivative de-classifiers, and reviewing officials will meet DOE requirements in training, areas of authority, and length of appointment.  Documents classified within the last 24 months will be sampled to determine proper classifier markings.  A list of all declassified documents dating 24 months will be reviewed and a random sampling will be chosen for marking and directive compliance.  Training will be reviewed to ensure all products of awareness and or classifier training is current and meeting requirements. 

Classified Matter Protection & Control
This section addresses the organization's management program as it impacts the effectiveness and efficiency in meeting IP objectives.  Interviews with key members of the Programs Management staff, Control Station Operators, Administrative Assistant, Classified Document Custodian, document users, and a review of applicable documentation will ascertain adequacy of the facility’s CMPC program.

The classified removable electronic media (CREM) will be identified by its custodian, and random spot checks will be made to insure that CREM is marked properly, accounted for, issued and returned per approved policy, transmitted and destroyed.  To ensure all aspects are covered, performance test will be no notice on the spot.  The performance tests will conclude with follow-up questions to gauge the owner/user/custodian subject matter knowledge.

Control of Classified Matter
CMPC also addresses the control of classified matter holdings, including those aspects of the IP management program which directly impact the effectiveness of such control.  A review will be conducted to ensure the adequacy of procedures, facilities, and equipment utilized for the protection of classified information/documents being generated, discussed, received, transmitted, reviewed, stored, reproduced, and destroyed.  A random sample of document holdings will be reviewed to determine appropriate security/classification markings.  Interviews will be conducted with the Document Custodians, and document users to ascertain their understanding of the program.

PERSONNEL SECURITY PROGRAM  
The Personnel Security Program covers access authorization, Safeguards and Security Awareness Program, Access Control to include Unclassified Foreign Visits and Assignments.  The purpose of this portion of the survey is to evaluate the effectiveness of the laboratory’s Personnel Security Program and compliance with all applicable DOE Orders, directives, and plans. 

References:
· DOE Manual 470.4-5 Personnel Security Program, dated 8/26/05
· DOE Order 142.3 Unclassified Foreign Visits and Assignments Program dated June 18, 2004
· DOE M 470.4-1  Safeguards and Security Program Planning and Management
· DOE N 206.3
Personal Identification Verification

Access Authorization 

Surveyors will review personnel security files and the process for evaluating the need for access authorizations in conjunction with active security interest(s) (e.g., an approved DOE Form 5634.2, CSCS).  Pre-employment checks and suitability determinations will also be reviewed to evaluate program compliance in accordance with the DEAR and DOE M 470.4-5.  A separate presentation will be given on the Personnel Security Program to include badging. 

A review and assessment of the recertification process used to determine an employee’s continued eligibility for access authorization will be conducted.  This survey will also conduct an in-depth review of the Laboratory's procedures for verifying that the level of access requested is consistent with the individual's position responsibilities, the applicable CSCS, and "need-to-know."  Submission time-frames will also be reviewed for compliance with DOE Order 470.4-5

Security Education Briefings and Awareness

A review of the Security Education Program will be conducted to ensure the facility has provided appropriate security awareness briefings (initial, comprehensive, refresher, and termination).  The surveyor will review; and carefully assess briefing content, documentation, program maintenance, compliance with DOE Order 470.4-1, Section K.  Interviews may be conducted to assess effectiveness of their refresher briefing program.

Access Control

Visitor Control procedures and visitor access to the Laboratory will be reviewed to ensure adequate protection and control of the Laboratory's security interests.  A review of the facility’s site access control will be conducted in conjunction with the security badge/pass system including a review of requested/approved variances.  This portion of the survey will ensure that only authorized personnel enter, occupy, or leave those areas of the site defined as security areas.  Interface between the badge/pass system and administrative controls will be reviewed.

Unclassified Visits and Assignments by Foreign Nationals
The purpose of the Unclassified Foreign Visits and Assignments Program is to ensure that unclassified visits and assignment by foreign nationals are conducted in a manner consistent with DOE National Security Policies.  This review will assess the facility’s compliance with DOE Order 142.3, Unclassified Visits and Assignments Program.  The review will include interviews with Counterintelligence Officers and the Export Control Officer to determine the effectiveness of their programs and to determine the involvement of the required Subject Matter Experts.

NUCLEAR MATERIALS CONTROL AND ACCOUNTABILITY
This topical area addresses the facility’s material accountability and material control sub-topical areas, and covers the period dates through dates.  This topical area assessment includes a review of the facility’s MCAP, training materials and training records, MC&A biennial inventory records as well as material control records.  Interviews were conducted with the facility’s  MC&A staff, primary custodians and alternate custodians to determine their knowledge of MC&A responsibilities. 

This portion of the survey will assess the compliance and implementation, accountability, and use of MC&A requirements to deter and detect theft and diversion of nuclear material by both outside and inside adversaries.


Program Administration – This area of the survey will assess MC&A roles and responsibilities, training, funding and position descriptions. A review will also be conducted to determine the adequacy of position descriptions and assigned responsibilities was completed.  Procedures, planning documents, and the MCAP will be reviewed for adequacy.
Material Accountability – This section of the survey will assess the accounting system to determine if methods in place are complete, accurate and provide auditable records.  A review of inventory procedures and records will be conducted to determine the adequacy and timeliness of the inventory.  Reporting requirements will also be reviewed with no findings or suggestions

Materials Control – This section of the survey will review elements of Material Control security controls in place are documented and functioning as intended and to identify whether control measures in place are adequate for the protection of SNM.  The tamper indicating device (TID) program will also be reviewed along with training records for Operations staff, and access control requirements.    
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