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[Field/ Operations Office] 

OPERATIONS SECURITY PLAN
1.0 Executive Summary

1.1 Program Requirements
The [Field/Operations Office] Operations Security (OPSEC) Program is conducted in accordance with DOE Order 471.2A, Information Security Program, which establishes policies, responsibilities, and authorities for implementing and sustaining the DOE OPSEC Program.

Other documents which influence the [Field/ Operations Office] OPSEC Program are the Local Mission Statement and the Local Area Site-Specific Threat Statement.

1.2 OPSEC Program

OPSEC is a process designed to disrupt or defeat the ability of foreign intelligence and other adversaries (both foreign and domestic) to exploit sensitive DOE activities or information and to prevent the inadvertent disclosure of such information.  OPSEC is a studied, structured and disciplined approach to protecting sensitive information, both classified and unclassified.  It is intended to be a cost efficient, dynamic process that stresses imagination, innovation, and positive actions rather than simply enforcing compliance with a set of standard requirements.
The [Field/Operations Office] OPSEC Program encompasses all programs and facilities under the cognizance of [Field/Operations Office] which include:
The OPSEC Program reviews and assesses both classified and unclassified sensitive programs to determine countermeasures required to protect sensitive information which DOE, other government agencies, and private corporations have entrusted to [Field/ Operations Office] against exploitation and unauthorized disclosure.

1.3 OPSEC Plan
The [Field/ Operations Office] OPSEC Plan is developed by the [Field/ Operations Office] OPSEC Program Manager.  The Plan is approved by the Manager, [Field/ Operations Office].
The [Field/ Operations Office] OPSEC Plan serves as the official planning document for the OPSEC Program.  The purpose of the plan is to provide a mechanism to update all of the basic elements of the program.  The plan defines the program’s goals and milestones and establishes a tentative schedule for tasks to be initiated and/or completed during the calendar year.  This plan further delineates the program organization and structure and identifies program responsibilities.

All [Field/ Operations Office] facilities performing classified and/or sensitive work for [Field/ Operations Office]] fall under the umbrella of the [Field/ Operations Office] OPSEC Program.  Contractors at major [Field/ Operations Office] facilities shall develop and maintain OPSEC Programs.  Subcontractors performing classified and/or sensitive work will not be required to establish separate OPSEC programs but shall be included, as appropriate, in their parent facilities’ OPSEC Program.
2.0 Local Organization
2.1 [Field/ Operations Office] OPSEC Program Manager

The [Field/ Operations Office] OPSEC Program Manager is appointed by the Director, Safeguards and Security or his equivalent.  The [Field/ Operations Office] OPSEC Program Manager serves as the point-of-contact for all OPSEC matters and provides oversight and coordination for OPSEC programs at all [Field/ Operations Office]  facilities.  
Responsibilities of the [Field/ Operations Office] OPSEC Program Manager includes:

· Serving as the primary point of contact for OPSEC matters

· Maintaining appropriate documentation and OPSEC files 
· Developing an OPSEC awareness program 
· Developing the annual [Field/ Operations Office] OPSEC Plan

· Developing the Local Area Site-Specific Threat Statement with annual review and updating as required

· Developing the annual [Field/ Operations Office] OPSEC Report 

· Reviewing and approving the OPSEC plans for [Field/ Operations Office] facilities

· Conducting OPSEC assessments 
· Conducting OPSEC awareness training 

3.0 [Field/ Operations Office] OPSEC Program Goals

Goals for the OPSEC Program consist of the following:
· Providing training for OPSEC Practitioners

· Updating the annual site-specific threat statement

· Updating the [Field/ Operations Office] OPSEC Plan

· Updating the [Field/ Operations Office] Critical Program Information and Indicators

· Preparing the annual [Field/ Operations Office] OPSEC Report

· Reviewing OPSEC Plans for [Field/ Operations Office] Facilities

· Performing OPSEC assessments
4.0 Threat
4.1 General Threat

The general threat to DOE facilities is found in DOE Order 470.3 of October 18, 2004.  This is a “Secret National Security Information/NOFORN” document and is available for OPSEC Practitioners review by contacting the [Field/ Operations Office] OPSEC Program Manager. 
4.2 Local Threat

The local threat to [Field/ Operations Office] facilities is found in the Local Area Site-Specific Threat Statement.
The local threat statement addresses local threats from terrorists, criminals, psychotics, disgruntled employees, activists, intelligence collectors, and insiders.  Input to the local threat statement is collected from the intelligence community, the counterintelligence community, local Federal Bureau of Investigation offices, local law enforcement departments, and other sources.  It is highly recommended that all OPSEC practitioners in [Field/ Operations Office] be familiar with the contents of the local threat statement.

5.0 Critical Program Information and Indicators
5.1 Development
[Describe local process to bring the major local programs together for development of CPI]
5.2 Critical Program Information

The CPI defines those areas, activities, functions or information that a facility considers most important to protect from adversaries.  From the adversary’s point of view, it is information they would most like to obtain about a facility.  The [Field/ Operations Office] OPSEC CPI is listed in Appendix A.

5.3 Indicators

Indicators are those things which provide a pathway for an adversary to develop an understanding of Critical Program Information.  The [Field/ Operations Office] OPSEC Indicators are listed in Appendix B.

6.0
Counterimagery Program
The Counterimagery Program is an integral part of any OPSEC Program pertaining to sensitive activities susceptible to imaging exploitation.  Good OPSEC practices, as well as early warning and judicious use of existing resources, minimize any possible adverse practices which would negate this program.  The need for a Counterimagery Program at [Field/ Operations Office] is assessed whenever new sensitive activities are initiated or when significant changes occur to existing programs.  Additionally, the OPSEC Program plays an important role in ensuring that sensitive programs and information are addressed relative to Open Skies Treaty issues.
7.0
Estimated Resource Requirements

[Summarize local estimates]
8.0 Public Release Reviews

[Summarize local procedures]
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