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FOREWORD
Requirements
Under DOE M 470.4-1, Safeguards and Security Program Planning and Management, one pre-condition for a facility clearance (FCL) is Department of Energy (DOE) approval of either a Site Safeguards and Security Plan (SSSP) or a Site Security Plan (SSP) as required based on the nature of the safeguards and security (S&S) assets requiring protection.  An SSSP is a 5-year master planning document that must be prepared for facilities that:
· Possess Category I quantities of special nuclear material (SNM) or credible roll-up quantities of SNM to a Category I quantity;

· Pose radiological, chemical, or biological sabotage threats;
· Pose critical mission disruption threats; or
· Are otherwise identified as requiring an SSSP by the Secretary, the Deputy Secretary, or the Under Secretaries.

Every other facility granted an FCL to possess S&S interests must develop an SSP approved by the DOE cognizant security authority (CSA) [e.g., the Oak Ridge Office, Chicago Office)].  S&S interests requiring an SSP include:
· Category II, Category III, or Category IV quantities of SNM that cannot credibly roll-up to a Category I quantity;

· Intra- site or inter-site transportation of SNM;

· Classified information or matter; and/or

· Government property.

Purpose

DOE M 470.4-1 also prescribes a specific format for SSSPs, but merely states that SSPs must “describe the protection program.”  In addition, while nothing precludes use of the SSSP format by a facility that only requires an SSP, the SSSP format focuses on elements of DOE O 470.3B, Graded Security Protection [GSP] Policy (U), that are applicable only to the three highest security protection levels (SPLs), such as the documentation of vulnerability assessment (VA) results.  However, the facilities that only require SSPs under DOE M 470.4-1 also fall within SPL4 under DOE O 470.3B, which requires only compliance with applicable S&S directives rather than the performance-based criteria applicable to SPL1, SPL2, and SPL3 facilities.  This guide facilitates implementation of this compliance orientation by structuring SSPs against the topics and subtopics on DOE F 470.8, Survey/Inspection Report Form, that (1) DOE uses to evaluate S&S programs during comprehensive initial and periodic surveys and (2) facilities must use to conduct self-assessments of their S&S programs between DOE surveys,
Scope

In addition to the topic/subtopic structure of DOE F 470.8, the key components of this guide are the DOE directives in effect at the time this guide was published, as summarized in the list of “References” at the beginning of each section.  Contractors who utilize this guide must ensure that they reference adhere to the specific contractor requirements document (CRD) published for each directive, if applicable.

Given the wide variability of S&S interests and programs, however, DOE M 470.4-1 also states, “S&S programs must address site-specific characteristics.”  In addition, each facility is responsible for ensuring that its SSP complies with the directives incorporated into its governing contractual agreement by identifying:

· Directives that are inapplicable to its registered interests or programs and any relevant new/revised directives issued after this guide was published, and
· Unique S&S needs that go beyond the generic DOE requirements underlying the recommendations in this guide.

In tailoring their SSPs, facilities should use caution in interpreting the basic requirements in DOE M 470.4-1.  For example, the mere fact that the S&S interests in a facility’s possession are located within a relatively small Limited Area (LA) does not exempt an SSP from covering “non-possessing” security interests and programs (i.e., those associated with the performance of classified work by cleared employees at other possessing facilities, such as access authorizations and security badges).
If a section in this guide is inapplicable, this fact should be expressly documented with a brief explanation.  For example, if another organization program provides a service covered by an SSP section (e.g., a local law enforcement agency rather than a DOE protective force subject to DOE M 470.4-3) this should be explained in sufficient detail to provide clear understanding how the underlying protection objectives are being addressed.
Content
After requiring SSPs, DOE M 470.4-1 notes, “In addition, specialized plans must be developed to address protection programs for other protection operations.  Requirements for specialized plans that may or may not be components of the SSP are set forth in the applicable DOE directives.”  Examples of stand-alone plans include facility-specific cyber security plans (CSPs), which flow down from program cyber security plans (PCSPs) mandated by DOE O 205.1A and material control and accountability (MC&A) plans, which are required by DOE M 470.4-6.  Even if such a stand-alone plan is required, however, this guide suggests its incorporation by reference in the SSP.
Other DOE S&S directives expressly mandate the issuance of supplementary “procedures.”  For example, DOE M 470.4-5 requires issuance of “written procedures … for the protection of access authorization request information,” while DOE M 470.4-1 requires the issuance of “locally developed procedures … to ensure the identification, reporting, root cause analysis, and resolution of incidents of security concern. These procedures must also identify guidelines for corrective actions and documentation of time and funds expended on incidents.”
More broadly, DOE O 470.3B describes the role of “administrative controls” in supplementing “order compliance” by all facilities in part by noting that “Organization and management provisions relating to operational procedures, record keeping, assessment, and reporting are necessary to ensure the secure operation of the facility” (emphasis added).  In addition, DOE O 414.1C, Quality Assurance, covers all “work” done by DOE contractors, i.e., “a defined task or activity such as … safeguards and security.”  In performing S&S “work,” therefore, facilities must comply with all requirements in this directive, including the following performance criterion:  “Perform work consistent with technical standards, administrative controls, and hazard controls adopted to meet regulatory or contract requirements using approved instructions, procedures, etc.”

One method of complying with both these general requirements in DOE O 470.3B and DOE O 414.1C, as well as any S&S-specific requirements in other directives, is for the SSP to be a single, comprehensive document that is sufficiently detailed to constitute “procedures” for all applicable S&S programs.  Another method is to issue separate procedures and/or other formal documentation to govern operations for at least some, if not all, S&S programs, with the SSP providing only basic policies and a cross-reference to the separate procedures/documentation.  Either approach is acceptable.
CAUTION:  Descriptions of S&S programs and activities, e.g., vulnerability assessments and Technical Security Countermeasures (TSCM), may contain classified information.  Facilities should (1) consult with a derivative classifier (DC) before using an unclassified computer system to enter potentially classified information into an SSP and (2) have a DC review the SSP before it is published.  Even an SSP that does not contain any classified information, the developer should consider whether it contains unclassified controlled information (UCI) and contain a formal review as appropriate to its content [e.g., by an Unclassified Controlled Nuclear Information (UCNI) Reviewing Official].
Note:  When completing the sections outlined in the SSP, if an area is not applicable, state as N/A and explain the reason it is not applicable.
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Introduction

The objective of this section of the plan is to highlight the reason for protecting the site or facility by describing the facility and its mission of the site, as well as the DOE safeguards and security (S&S) interests located within the facility’s security areas.

SUGGESTION: As exemplified by the sample exhibits attached to this guide separate descriptive and/or summary data should be attached as appropriate to facilitate its use.  By cross-referencing an attachment that lists S&S program assignments and expressly providing for personnel and other changes as they occur, the body of the plan can be limited to position titles and personnel and other administrative changes can be made without re-submitting it for approval.  In addition, maps, photographs and/or drawings can provide a useful cross-reference in describing the key physical characteristics of the facility and the S&S interests that must be protected.
Facility Overview
	Type of Facility:
	Facility Importance Rating:
	Material Type/Classification:
	Facility Threat Level:


Mission.  The overview should describe the major programs or activities performed at the site and its facilities in terms of their mission and relationship to DOE.  In addition, this section should discuss how mission activities could affect the environment and/or the health and safety of employees and the public.

Description.  The overview also should describe the physical characteristics of the facility’s security area(s), building(s), and/or site(s), as well as the geographical area in which the facility and its S&S) programs are located.  This should include a description of the location, terrain, general climatic conditions, distances to nearby population centers, and other facts of potential security relevance that are unique to the area.

S&S Interests

Identification of S&S Interests. A “safeguards and security interest” is a general term for any DOE resource or property that requires protection from malevolent acts, including, but not limited to, classified matter, special nuclear material (SNM), other sensitive materials, secure communications centers, automated data processing centers, facilities for storing classified information, and/or other DOE property.  After providing a general overview of the facility, the SSP should describe each S&S interest in detail.

Location of Security Areas.  A “security area” is a defined area containing S&S interests that requires physical protection measures.  The types of security areas used for the facilities covered by this guide include Property Protection Areas (PPAs), Limited Areas (LAs), Exclusion Areas (EAs), and specialized security areas, such as Classified Computer Facilities and Secure Communications Centers.  The overview should identify the location of each security area and the S&S interest(s) it contains.  The location should be described in terms of the building number, floor number, suite or complex number, and/or room number.  Every S&S interest within each security area should be clearly identified.
1.0 PROGRAM MANAGEMENT AND SUPPORT

1.1 
Protection Program Management
1.1.1
Program Management and Administration
References:
· DOE P 470.1, Integrated Safeguards and Security Management (ISSM) Policy
· DOE M 470.1, Safeguards and Security Program Planning and Management
Section A, Safeguards and Security Program Planning
Describe how the facility’s S&S programs have been integrated not only with each other but also with the overall management structure in a manner that meets ISSM objectives.

Identify the Facility Security Officer (FSO) and all other facility officials responsible for implementing the DOE S&S programs applicable to the facility.

NOTE:  An attachment such as Exhibit 2 can be used to document this information in a manner that lends itself to easy SSP amendments if assignments change.

Describe the management relationships among support organizations in terms of lines of authority and decision-making related to S&S activities.  

NOTE:  Organization charts can be useful in identifying the organizational location of S&S functions; lines of management, authority, and responsibility; and points of interface with DOE and any upper-tier contractor facility(ies).

Describe the decision-making authority all S&S program officials, including any special authority to handle S&S contingencies, e.g., immediate reactions to an emergency.

Describe the process through which the FSO and any other facility management officials interface with DOE on S&S matters.

Describe the relationships of the facility’s FSO and other management officials with subcontractors in terms of the lines of S&S decision-making.
NOTE:  Assuming the facility has published a compliant S&S Management Plan, much of the above information can be documented by mere cross-reference.

1.1.2
Resources and Budgeting
Reference:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section A, Safeguards and Security Program Planning
Describe the strategic planning assumptions used to ensure the S&S program will meet mission objectives.

Document the current year plan for executing the S&S budget, including a detailed allocation of resources that support S&S functions and missions.

Describe a five-year plan that documents budget formulation priorities for future S&S resources and programs.

NOTE:  Assuming the facility has published a compliant S&S Management Plan, all of the above information can be documented by a mere cross-reference.

1.1.3
Personnel Development and Training
Reference:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section J, Safeguards and Security Training Program
NOTE:  The SSP must distinguish between the specialized training covered by this section (i.e., that needed to perform specialized S&S functions such as FSO, OPSEC, CMPC, etc.) and the security education and awareness programs covered by Section 6.4 below, which addresses the briefings required for all individuals authorized unescorted access to DOE security areas.

Describe the job analysis process for identifying the specialized S&S responsibilities of the FSO and other facility personnel who perform such functions, including those listed in Exhibit 2.
Identify all S&S programs that require specialized training by other facility personnel (e.g., Classified and/or Unclassified Cyber Security and Classified Matter Protection and Control).

Describe how the individual training needs are identified for the FSO and all other facility personnel responsible for implementing DOE S&S program requirements.

Describe how any in-house training is developed, delivered, and evaluated, and identify any external resources used to meet training requirements

Identify which hard copy training records are maintained and the system(s) used to ensure receipt of required training and maintain an audit trail of completed training.
NOTE:  Assuming the facility has published a compliant Annual Training Plan, much of the above information can be documented by a mere cross-reference.

1.2 
S&S Planning and Procedures
References:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management:

· Section A, Safeguards and Security Program Planning
· Section M, Deviations
· DOE G 470.4-1, Asset Protection Analysis Guide
· DOE O 470.3B, Graded Security Protection Policy (U) [Classified]
· Oak Ridge Area of Operation Site-Specific Threat Statement (U) [Classified]
List all approved and/or pending deviations from S&S requirements, and describe the process for identifying the need for and requesting deviations from DOE directives.

Describe the process used to develop all S&S plans and procedures, including:

· Who is responsible for plan development;

· Who is responsible for plan approval; and

· The process for validating each plan.

Describe the procedures and actions that support the orderly and timely implementation of new/modified S&S policy requirements by:

· Facility personnel and
· Any subcontractors.

Describe the process by which each plan is updated if changes occur at the facility, and identify methods for ensuring that all plan holders are made aware of changes.
1.3 
Management Control
1.3.1
Surveys and Self-Assessment Program
Reference:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section G, Survey, Review, and Self-Assessment Programs
NOTE:  DOE M 470.4-1 prescribes general assessment requirements for all S&S programs at a facility.  However, some program-specific DOE directives impose additional requirements.  For example, DOE M 470.4-4 and DOE M 470.4-6 contain internal review requirements specific to the CMPC Program (Subtopic 4.5) and the NMC&A Program, respectively.

Identify who is responsible for managing the overall Self-Assessment Program, including the scope of his/her authority to design, implement, and evaluate the program.

Specify who is responsible for evaluating and reporting on each applicable topic and subtopic, including minimum subject matter and inspection training/experience requirements.
Describe the process used to implement the Self-Assessment Program both within the facility and at subcontractor facility(ies).

Specify the time frames for reviewing individual S&S programs in a manner that ensures integration of results and the validation methodologies to be used.

Specify facility requirements for self-assessment exit briefings, including their timing, content, and management participation.
1.3.2
Performance Assurance Program
NOTE:  Section F in DOE M 470.4-1 establishes Performance Assurance Program requirements, including the development of a “Performance Assurance Program Plan.”  Since the scope of such plans is limited to ‘identifying protection elements for the protection of Category I and II special nuclear material (SNM) and Top Secret matter,” however, most users of this guide will not have to implement a Performance Assurance Program that complies with DOE M 470.4-1.  In addition, any facility that (1) is subject to Section F but (2) does not require a full SSSP (i.e., that possesses only Top Secret matter and/or Category II SNM in non roll-up quantities) should consider merely incorporating its compliant “Performance Assurance Program Plan” by reference in this section of its SSP.
1.3.3
Resolution of Findings
Reference:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section G, Survey, Review, and Self-Assessment Programs

Identify who is responsible for the overall Corrective Action Program, including the scope of his/her authority to design, implement, and evaluate the program.
Document whether self-assessment findings will be recorded in the Safeguards and Security Management Information System (SSIMS).

Describe the facility’s alternative method of tracking self-assessment findings if SSIMS is not used for this purpose.

Specify who is responsible for developing a Correction Action Plan (CAP) for each deficiency, tracking its subsequent progress, and validating completion.

Describe how the Corrective Action Program will be implemented for findings reported during higher-level surveys and inspections, as well as internal self-assessments.

Document the procedures used to implement the Corrective Action Program, including:

· Techniques to determine root causes of deficiencies;
· Cost-benefit analysis techniques applied to corrective options;

· Risk-assessment techniques applied to corrective options;

· Processes used to develop and document CAPs;
· Methods used to track corrective action milestones;
· Requirements for submitting quarterly progress reports; and
· Process used to validate completed corrective actions.

1.3.4
Incident Reporting and Management
Reference:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section N, Incidents of Security Concern
Identify who is responsible for administering the Incident Reporting and Management Program, and describe the scope of his/her authority.

Identify who has been trained and formally appointed to serve as an Inquiry Official (IO) to investigate incidents of security concern (IOSCs) that do not constitute security violations.
Describe the process for identifying and reporting IOSCs, including:

· Individual reporting responsibilities;

· How inquiries will be performed and documented;

· How incidents will be reported to DOE and timelines; and

· How completed infraction reports will be submitted to DOE.

Document the process used to investigate and analyze IOSCs, including techniques to determine their root cause(s).
Describe how corrective actions (including disciplinary measures for security infractions) are determined and how such actions are enforced.

Describe any information tracking systems used to:

· Document the time and funds expended on IOSCs and

· Identify any incident trends to reduce further occurrences.
Describe how IOSCs and any underlying security infractions are documented, including a copy of the incident/infraction reporting format used by the facility.

Describe where copies of incident/infraction reports are maintained and how this information is protected from unauthorized disclosure.
1.4 
Program-Wide Support
NOTE:  As used throughout Section 1.4 of this guide, the term “contract” applies to any formal agreement with DOE or another organization that (1) requires DOE access authorizations to perform work [e.g., a Memorandum of Understanding (MOU), a Cooperative Research and Development Agreement (CRADA), etc.] or (2) otherwise requires a facility clearance (FCL) [e.g., a facility that only possesses Category IV quantities of SNM and/or other unclassified Government property worth at least $5 million].

1.4.1
Facility Approval and Registration of Activities
References:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section I, Facility Clearances and Registration of Safeguards and Security Activities
Identify the individual(s) responsible for:

· Providing current facility registration information to DOE, and

· Ensuring that subcontracts requiring DOE access authorizations are registered.

Identify each contract with DOE or an upper-tier contractor that involves S&S interests and summarize the nature of the facility’s work under each contract.

Identify all subcontracts or other agreements under which lower-tier facilities provide personnel who hold DOE access authorizations, including:

· The start and end dates of each agreement;

· A summary of the work done by cleared personnel; and

· The Subcontractor Technical Representative (STR) assigned to each agreement.

Identify the system(s) used to track facility and subcontract registration information, and describe the process for notifying DOE of all changes, including extensions and terminations.

1.4.2
Foreign Ownership, Control or Influence
References:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section H, Foreign Ownership, Control, or Influence (FOCI) Program
· DEAR (48 CFR) § 952.204-2, Security Requirements (2002)

· DEAR (48 CFR) § 952.204-73, Facility Clearance (Solicitation) (2002)
NOTE:  FOCI determinations are required not only for every entity that requires facility approval and registration (see Section 1.4.1) but also for the upper-tier “parent(s)” of any company owned or controlled by another firm.

Document the date and the approval authority for the facility’s most recent favorable FOCI determination.

Identify any FOCI mitigation requirements imposed on the facility by DOE, and describe the process for ensuring compliance.

Identify the individual(s) responsible for:

· Providing annual FOCI certifications to DOE;

· Completing the FOCI Certificate Pertaining to Foreign Interests; and

· Verifying the FOCI status of prospective subcontractors prior to subcontract award.

Describe the process through which FOCI information is obtained both internally for the facility and from subcontractors for their organizations.

Identify the date and approval authority for each subcontractor’s most recent favorable FOCI determination.

Describe the process for identifying and informing DOE of any changes in the FOCI status of the facility or its subcontractors.
1.4.3
Security Management in Contracting
References:
· DEAR (48 CFR) § 904.404(d), Solicitation Provision and Contract Clause
· DEAR (48 CFR) § 952.204-2, Security Requirements (2002)
· DEAR (48 CFR) § 952.204-70, Classification/Declassification (1997)

· DEAR (48 CFR) § 952.204-73, Facility Clearance (Solicitation) (2002)

Describe the responsibilities and process for incorporating the required DOE Acquisition Regulation (DEAR) security, classification, and facility clearance clauses into subcontracts.

Describe the responsibilities and process for modifying subcontracts to incorporate new or revised DOE S&S directives into subcontracts, including time limits.
2.0 PROTECTIVE FORCE

NOTE:  Facilities located outside of DOE-owned or leased property normally obtain the type of support covered by this section from a private company and/or from a local law enforcement agency (LLEA), rather than from a DOE protective force (PF).  In such cases, this section of the SSP should be adapted to describe the process for providing or obtaining these non-PF services.
2.1 
Management
References:
· DOE M 470.4-3, Protective Force
Summarize the PF’s facility-specific mission(s), capabilities, and deployment concepts, and describe the PF’s structure (e.g., with an organizational chart):

Describe the types of protective personnel (e.g., Security Police Officer) used to deter, detect, and respond to any unauthorized intrusion and to protect DOE S&S interests.
Describe the methods used to review and prioritize post assignments priorities and eliminate posts that detract from combat readiness at high priority sites.

2.2 
Training
 References:
· 10 CFR Part 1046, Subpart B, Protective Force Personnel
· DOE M 470.4-3, Protective Force
Describe the qualifications required for PF employment and the training required both prior to deployment and for refresher training purposes.
List the titles and offices responsible for implementing and maintaining the plans or procedures that describe the following pertaining to the PF:

· Qualifications for employment and the hiring process;

· Initial, specialized and advanced training; tactical performance testing program; and 

· Other relevant written documentation, such as post and general orders that enhance the efficiency and effectiveness of the PF.
2.3 
Duties
References:
· 10 CFR Part 1046, Subpart B, Protective Force Personnel
· 10 CFR Part 1047, Limited Arrest Authority and Use of Force by Protective Force Officers
· DOE M 470.4-3, Protective Force
List all Post and General Orders applicable to the protection of S&S interests and the organization responsible for developing these directives.

Describe any other written guidance (e.g., job aides, “desk-top” procedures, etc.) used to enhance PF efficiency and effectiveness.

Describe any contingency measures established in the event PF services are not available or the PF’s equipment fails.

Identify the location of all fixed posts within the facility and the hours these posts are staffed, and describe the principal function of each post.

Describe the area covered by all roving patrols to and within the facility and the hours patrols are performed, and describe the principal function of each patrol.

Describe response force capabilities, including the types of force(s) that will respond and their maximum response time(s).

List all formal agreements with LLEAs, including their date(s) of implementation and expiration, and the protective services to be provided.
2.4 
Facilities And Equipment
References:
· DOE M 470.4-3, Protective Force
· DOE M 470.4-2, Physical Protection, Chapter XII, Communications
Describe PF communications methods and networks (e.g., with a schematic), including any available secure networks and/or LLEA links.

Describe any “dead-spots” or other conditions that adversely impact PF communications and alternative communications methods where “dead-spots” exist.

Identify the types of weapons used by armed members of the PF, and describe the process for issuing, returning and loading/clearing all weapons.

Identify the type, make, and model of all PF vehicles, and describe the vehicle inspection and maintenance program.

Specify any specialized training/certification requirements for weapons and other equipment issued to PF members.

Describe the inventory program for weapons and other accountable equipment, including the documentation of inventory results.
3.0 PHYSICAL SECURITY
3.1 
Access Controls
References:
· DOE M 470.4-2, Physical Protection:

· Chapter II, Protection of Nuclear Weapons, Components, Special Nuclear Materials, and Classified Information and Matter
· Chapter IV, Security Areas
· Chapter VIII, Access Controls and Entry/Exit Inspections
· Chapter XIV, Posting Notices
· Chapter XV, DOE Badge Program
NOTE:  DOE M 470.4-1 imposes different minimum access requirements for exclusion areas (EAs), limited areas (LAs), and property protection areas (PPAs), so the SSP must identify any differences in the extent to which the following control measures are present for individual security areas.
Describe generally how access is limited to cleared or otherwise authorized individuals and how unauthorized access is deterred or detected.

Describe any automated access control system (AACS) in use to permit unescorted access into security areas, including both remote user and central processing equipment.

Identify the methods used to verify the identity of all individuals who are allowed access [e.g., biometrics, protective force, card reader and personal identification number (PIN), etc.).

Specify any security area(s) or classified operations to which access is permitted based solely on personal recognition, rather than the possession of a photo badge.

Describe the procedures for precluding or controlling “piggybacking” into LAs and/or EAs, including any areas equipped with automated remote access control systems.

Describe the process for approving visits to DOE security areas, including the submission of requests; the training of escorts; and the development of security plans.

Describe the requirements and procedures for completing and maintaining visitor logs, including the information fields recorded on the logs.

Describe the process for visitor entry into and control within DOE security areas, including any clearance and/or escort requirements [e.g., the visitor-to-escort ratio(s)].

Identify the type(s) of local site-specific only (LSSO) badges used for access, including visitor, temporary, and/or foreign national badges, and the clearance level(s) available for each type.

Describe the location(s) and procedures for issuing each type of LSSO badge used, including how access authorizations are verified for cleared individuals.

Describe procedures for protecting LSSO badges from unauthorized use, including records-maintenance systems and routine inventory requirements.

Describe the procedures for precluding access to classified matter by visitors who do not have both an adequate security clearance and an official need-to-know, especially in an EA.

Identify the conditions under which emergency personnel may be authorized immediate entry and the procedures for exit inspection in such cases.

Describe the control measures established for deterring unauthorized access to classified matter and for detecting such disclosures if deterrence is unsuccessful.

List all prohibited articles and describe the process, if any, for using any listed article(s) for official Government business (e.g., controlled substances used for medical treatment).

List the types of portable electronic devices prohibited from security areas without authorization and describe the process for obtaining DOE approval.

Describe the requirements and procedures for inspecting individuals who enter and/or depart, including the selection criteria for any random inspections.

Specify the requirements and procedures for posting and maintaining warning signs or notices (i.e., prohibited article, controlled article, electronic surveillance, and/or no trespassing).
3.2 
Intrusion Detection & Assessment Systems
References:
· DOE M 470.4-2, Physical Protection:

· Chapter V, Alarm Management and Control System
· Chapter VI, Protection of Security Systems Elements
· Chapter VII, Intrusion Detection and Assessment Systems
· Chapter XI, Secure Storage
Describe the type(s) and locations of any intrusion detection system (IDS) sensors used (e.g., ultrasonic, microwave, sonic or audio, infrared, magnetic contact, vibration, etc.).

Describe the alarm communication system, including the protection measures (e.g., tamper switches and conduit) used to prevent undetected compromise of IDS equipment and lines.

Describe how IDS “health” is periodically assessed, including the line supervision scheme used between sensors, data gathering panels (DGPs), and central processors.

Describe staffing and operations of the facility’s central alarm station (CAS) or reference the agreement under which CAS services are obtained from another source.

Describe how facility officials are notified of and respond to alarms, and the process for obtaining support from a DOE PF, an LLEA, or other source (e.g., contract guards).

Describe the alarm annunciation system, including any device(s) in the facility and any services acquired from other DOE facilities or from external security services.

Specify any locations where protective lighting is installed, the type(s) of lighting system used (e.g., sodium vapor, etc.) and the area(s) covered by this level of illumination.
Specify the location(s) of any surveillance devices (e.g., closed-circuit television) used and describe how the system is monitored.

Identify the sources of primary and backup power for all security systems, and describe the contingency measures used in the event of both primary and backup power failures.

3.3 
Barriers and Delay Mechanisms
References:
· DOE M 470.4-2, Physical Protection:

· Chapter II, Protection of Nuclear Weapons, Components, Special Nuclear Materials, and Classified Information and Matter
· Chapter IV, Security Areas
· Chapter IX, Barriers
· Chapter X, Locks and Keys
· Chapter XI, Secure Storage
Describe the overall program for protecting DOE property, including unclassified items outside of security areas, from theft, arson, malicious damage, and civil disorder.

Describe the space(s) within the facility that constitute EAs, LAs, or PPAs, including the location and dimensions of each area:

Describe the barriers (e.g., fences, walls, ceilings, floors, windows, and/or doors) that establish the boundary for each security area and/or detect/delay unauthorized access.

NOTE: Drawings attached to the SSP can be useful in describing the location and dimensions of security areas and their enclosures.  However, the SSP also should include enough information (e.g., locks and other hardware) about each barrier that protects a security area, as well as any unattended opening(s) (e.g., an HVAC duct), to show how their specifications satisfy DOE requirements.

Describe how perimeter barriers are used to accomplish DOE S&S requirements, including:

· Controlling, impeding, or denying access by individuals;

· Deterring or preventing penetration by motorized vehicles;

· Directing the normal flow of personnel and vehicles through designated portals; and

· Prohibiting, deterring, or detecting the introduction of prohibited articles and the removal of Government property/information.

Describe all unattended storage method(s) (i.e., vault, vault-type room (VTR), and/or security container) used within each LA and EA, including:

· The safeguards and/or security interest protected by each method;

· The basis (e.g., approved deviation) for any non-standard storage method;

· The brand and model of any security container(s) and combination lock(s);

· The requirements and procedures for changing combinations;

· The individuals permitted unescorted access to any vault or VTR;

· The requirements for completing and maintaining SF-700s and/or SF-702s; and

· The procedures for repairing, moving, or decertifying security containers, including life-cycle maintenance records.

Describe the program for managing and protecting security keys, key blanks, and cutting codes, including issuance, inventory, and accountability procedures.

Describe any emergency exit mechanisms on doors and post-use protective measures (e.g., if uncleared individuals would exit through a security area in an emergency).
3.4 
Testing and Maintenance
References:
· DOE M 470.4-2, Physical Protection:

· Chapter V, Alarm Management and Control System
· Chapter VI, Protection of Security Systems Elements
· Chapter VII, Intrusion Detection and Assessment Systems

· Chapter XIII, Maintenance
Identify who performs periodic functional and sensitivity tests for each element of the security system(s), and describe test requirements and procedures.

Identify who maintains all security system elements and describe the process for obtaining maintenance services, including maximum repair times.

Describe the process for determining, implementing, and evaluating compensatory measures until identified system failures are corrected.

3.5 
Communications
NOTE:  Despite their location in DOE M 470.4-2, the “Communications” requirements in Chapter XII pertain exclusively to PF telecommunications equipment.  To minimize duplication, therefore, users of this guide should consider consolidating coverage of all PF equipment requirements in Section 2.4 above.
4.0 INFORMATION PROTECTION
4.1 
Basic Requirements
NOTE:  As implied by the generic title of this section, the SSP must address the control and protection of not only classified matter but also Unclassified Controlled Information (UCI) [e.g., Unclassified Controlled Nuclear Information (UCNI) and Official Use Only (OUO) information].  Since Sections4.4 and 4.5 provide formats for documenting all requirements related to, respectively, identifying both UCI and classified information and then protecting the latter, dedicating Section 4.1 entirely to the facility’s protective measures for UCI is acceptable.
References:
· DOE M 470.4-4, Information Security, Section D, Unclassified Controlled Information
· DOE M 471.1-1, Identification and Protection of Unclassified Controlled Nuclear Information Manual
· DOE M 471.3-1, Manual for Identifying and Protecting Official Use Only Information
Identify the types of matter containing UCI at the facility, including any information requiring special controls other than UCNI or OUO [e.g., export controlled information (ECI)].
Identify the individual(s) responsible and describe the site-specific procedures for the following activities involving matter containing UCI, as applicable:

· Marking;
· Reproduction;

· Hard-copy and electronic transmission;

· Destruction, including authorized equipment and processes for electronic media;

· Control while in use, including any conditions under which sensitive unclassified matter can be left unattended.
4.2 
Technical Surveillance Countermeasures
Reference:
· DOE M 470.4-4, Information Security, Section E, Technical Surveillance Countermeasures (OUO)
CAUTION:  Descriptions of TSCM programs may contain classified information.  Facilities should (1) consult with ADC before using an unclassified AIS to enter TSCM information into an SSP and (2) have an ADC review the SSP before it is published
Identify the facility’s TSCM Officer and the DOE TSCM Operations Manager (TSCMOM) responsible for the facility.

Summarize unclassified aspects of each TSCM program plan and procedure, including its title, responsible official, and storage location.
4.3 
Operations Security
Reference:
· DOE M 470.4-4, Information Security, Section B, Operations Security
Identify the facility’s Operations Security (OPSEC) point-of-contact (POC) and the DOE OPSEC Program Manager responsible for the facility.

Identify the OPSEC Plan(s) applicable to the facility and all other plans and procedures that govern OPSEC activities at the facility.

NOTE:  Assuming the facility is covered by a compliant Annual OPSEC Plan, much of the following information can be documented by mere cross-reference.
Identify the OPSEC Working Group(s) in which the facility participates, and describe the manner of participation, including:

· Level of participation by the OPSEC POC and security specialists, and

· Methods of disseminating information obtained during Working Group meetings.

Describe the process for identifying potentially sensitive unclassified programs, including the applicable Critical Program Information (CPI) and Indicators lists.

Describe the OPSEC assessment process, including use of the programmatic or facility approach, and identify the schedule for routine assessments of facility programs and/or structures.

Describe the process for identifying when limited OPSEC reviews must be conducted to identify changing priorities in the local OPSEC program.
Identify specific information and information categories considered unsuitable for public release, and describe the prior review and approval process for information that is released.
4.4 
Classification Guidance
References:
· DOE M 475.1-1B, Manual for Identifying Classified Information

· DOE M 471.1-1, Identification and Protection of Unclassified Controlled Nuclear Information Manual
· DOE M 471.3-1, Manual for Identifying and Protecting Official Use Only Information
· DOE G 471.3-1, Guide to Identifying Official Use Only Information 

NOTE:  Every facility authorized to generate classified matter and/or UCI (e.g., UCNI and OUO) must address this section in its SSP, even if official classification decisions and/or UCI determinations are made by officials at other facilities.

Identify all individuals assigned classification responsibilities for classified and/or sensitive matter generated by the facility, including:

· The Classification Officer (CO);

· Derivative Classifiers (DCs), and

· Any UCNI Reviewing Officials (ROs)

Identify the training requirements for ADCs and/or ROs, and describe the process and systems used to schedule training and tracking its timely completion.

List all Classification Guides applicable to facility operations and describe the process for obtaining and completing formal classification determinations.

Describe the process for identifying which activities can generate classified information or matter, and identify programs requiring DC review.

Describe the process for identifying which activities can generate matter containing UCNI, and identify programs requiring RO review.

Describe the process for identifying documents or other matter containing OUO information or other UCI prior to release outside of the originator’s direct control.

Identify the classification awareness training and/or briefing requirements applicable to all employees who might generate classified information or matter.
 4.5 
Classified Matter Protection and Control
4.5.1
Control of Classified Matter
References:
· DOE M 470.4-4, Information Security, Section A, Classified Matter Protection and Control
· DOE M 470.4-2, Physical Protection, Chapter II, Protection of Nuclear Weapons, Components, Special Nuclear Materials, and Classified Information and Matter
Identify the facility’s classified matter protection and control (CMPC) POC and the DOE CMPC Program Manager responsible for the facility.

Identify the level(s) and category(ies) of classified information and/or matter at the facility, including any information requiring special controls (e.g., weapons data).

Describe the facility’s overall CMPC operations, including storage facility(ies) and equipment; control points for incoming and outgoing mail; etc.
Identify the individual(s) responsible and describe the site-specific procedures for controlling accountable classified removable electronic media (ACREM), including inventories.
Identify the individual(s) responsible and describe the site-specific procedures for the following activities involving classified documents and/or other matter, as applicable:

· Required markings;

· Inventory requirements;

· Mail transmission and receipt;

· Control systems for weapons data;

· Hand-carrying requirements between security areas;

· Reproduction, including authorized copier location(s) and sanitization ;

· Storage requirements, including the use of SF-700 and SF-702 forms;

· Destruction, including authorized equipment and processes for electronic media; and

· Control while in use, including any conditions under which classified matter can be left unattended.

Describe the procedures for allowing emergency access to classified matter or information and reporting any resulting disclosures, including:

· Access to unsecured classified matter by emergency responders or

· Intentional disclosure of classified information to individuals who are not otherwise eligible for access.

Identify the training requirements for the following individuals, and describe the process and systems used to schedule training and tracking its timely completion:

· Individuals assigned specialized CMPC functions, and

· Other authorized users of classified and/or sensitive unclassified matter.

Describe the process for shipping classified matter that cannot be mailed, including items or materials transported; transportation method(s) used; and contingency and emergency plans.

Describe the packaging methods used to meet DOE S&S requirements, including:

· The use of seals or other tamper-indicating devices;

· The procedures for wrapping and marking of items/material;

· Notifications of consignee prior to shipment departure;

· The use of cleared personnel to accompany each shipment; and

· Tracing of shipments not received within 24 hours of estimated arrival.

4.5.2
Special Access Programs and Intelligence Information
References:
· DOE M 470.4-4, Information Security, Section C, Special Access Programs
· DOE M 471.2-3B, Special Access Program Policies, Responsibilities, and Procedures (OUO)

· DOE O 5670.1A, Management and Control of Foreign Intelligence
· DOE O 5639.8A, Security of Foreign Intelligence Information and Sensitive Compartmented Information Facilities
CAUTION:  The concurrence of the DOE CSA should be obtained before including any information about a special access program (SAP) or sensitive compartment information (SCI) in an unclassified SSP.

Summarize unclassified aspects of each SAP/intelligence program plan and procedure, including its title, responsible official, and storage location.

5.0 CYBER SECURITY
5.1 
Classified Cyber Security

References:
· DOE P 205.1, Departmental Cyber Security Management Policy

· DOE O 205.1A, Department of Energy Cyber Security Management
· DOE M 205.1-4 National Security System Manual
· DOE M 205.1-5, Cyber Security Process Requirements Manual
NOTE:  While references listed above prescribe general cyber security requirements and responsibilities for classified AISs, other program-specific directives are needed to implement these requirements [e.g., the Program Cyber Security Plan (PCSP) applicable to each specific facility].  More importantly, all facilities that operate classified AISs must develop detailed facility-specific cyber security plans that are separately approved by the cognizant DOE Designated Accrediting Authority (DAA) for that facility.  To avoid duplication, therefore, this section is limited to the incorporation of cyber security plans and supplementary procedures by reference, as well as key personnel assignments within the program.
Identify all accredited classified cyber security plans and any other site-specific cyber security procedures applicable to this facility.
Identify the Information System Security Site Manager (ISSM) and the Information System Security Officer(s) (ISSOs) designated for the facility’s classified AIS(s) (see Exhibit 2).
Describe the process by which new or modified classified AISs are certified and accredited, including how any system-specific plans/procedures are developed and updated.

Identify the training requirements for ISSOs and other classified AIS users, and describe the process and systems used to schedule training and tracking its timely completion.
5.2 
Telecommunications Security
References:
· DOE M 205.1-3, Telecommunications Security Manual
· DOE M 200.1-1, Chapter 9, Public Key Cryptography and Key Management
NOTE:  Users of this guide should consult with the DOE CSA for the Telecommunication Security Program to determine the need for facility-specific plans and procedures, which should then be incorporated by reference in this section of the SSP.
5.3
Unclassified Cyber Security
References:

· DOE P 205.1, Departmental Cyber Security Management Policy

· DOE O 205.1A, Department of Energy Cyber Security Management
· DOE M 205.1-5, Cyber Security Process Requirements Manual

NOTE:  While references listed above prescribe general cyber security requirements and responsibilities for unclassified cyber assets, other program-specific directives are needed to implement these requirements (e.g., the PCSP applicable to each specific facility).  More importantly, all facilities that operate unclassified systems must develop facility-specific cyber security plans that are separately approved by the cognizant DOE DAA for that facility.  To avoid duplication, therefore, this section is limited to the incorporation of cyber security plans and supplementary procedures by reference, as well as key personnel assignments within the program.

Identify all accredited unclassified cyber security plans and any other site-specific cyber security procedures applicable to this facility.
Identify the Cyber Security Manager (CSM) designated to manage the facility’s unclassified cyber assets (see Exhibit 2).
Describe the process by which new or modified unclassified cyber assets are certified and accredited, including how system-specific plans/procedures are developed and updated.

Identify the training requirements for unclassified AIS users, and describe the process and systems used to schedule training and tracking its timely completion.

6.0 PERSONNEL SECURITY
6.1 
Access Authorizations
References:
· 10 CFR Part 710, Subpart A, General Criteria and Procedures for Determining Eligibility for Access to Classified Matter or Special Nuclear Material
· DOE M 470.4-5, Personnel Security
· DOE M 470.4-2, Physical Protection, Chapter XV, DOE Badge Program
· DOE N 206.4, Personal Identity Verification
Identify the individual(s) responsible for justifying access authorization requests and the procedures for ensuring that only job-required security clearances are obtained.

Identify the individual(s) responsible for processing access authorization requests and coordinating clearance actions with the servicing DOE personnel security office.

Describe how pre-employment suitability checks are obtained and how the results are documented to DOE with access authorization requests, including:

· The date, source, and content of each check, and
· A certification of favorable review in accordance with employment policies.

Identify the required forms and describe the process for justifying, submitting, and reviewing the following the types of access authorization requests:

· Initial security clearances;

· Clearance reinstatements;

· Clearance extensions;

· Clearance transfers;

· Clearance downgrades; and

· Periodic reinvestigations.

Describe the process for updating and/or correcting any deficient access authorization requests returned by the servicing personnel security office.

Describe the process for obtaining DOE access authorizations when an individual also holds, or will require, a Secret or Top Secret clearance from another agency.

Describe the process for issuing DOE photo badges to Q-cleared, L-cleared, and uncleared individuals, including:

· Officials authorized to request and approve badges;

· Facility responsible for manufacturing and enrolling badges; and

· Procedures for ensuring completion of initial and comprehensive security briefing.

Describe the requirements and procedures for ensuring that individuals who receive DOE photo badges comply with DOE requirements, including:

· Protecting badges against loss, theft, or misuse;

· Reporting badge loss or theft within 24 hours of discovery;

· Properly wearing photo badges during access to DOE facilities; and

· Using badges outside of DOE facilities only for Government purposes.

Describe the process for notifying the badge issuing office and DOE whenever a badge is reported lost or stolen, including any badges not returned at termination.

Describe the process for tracking reinvestigations and the actions taken to ensure that individuals submit the required security forms in a timely manner.

Describe how holders of security clearances are informed of their direct reporting responsibilities to DOE, including applicable time limits for:
· Arrests, criminal charges, or law-enforcement detentions;

· personal or business-related filing for bankruptcy;
· Garnishment of wages;

· Legal action effected for a name change;

· Change in citizenship;

· Foreign employment by, representation of, or other business-related association;

· Hospitalization for mental illness, or treatment for drug abuse or alcohol abuse;
· Marriage or cohabitation; or

· Unauthorized attempts by others to access SNM or classified information or matter.
Describe the facility’s process for reporting the following information to DOE when it becomes known from any source, including applicable time limits:
· Declination of employment offer or failure to report for duty by a clearance applicant;
· Hospitalization of a clearance holder for mental illness or receipt of other treatment that may cause a significant defect in judgment or reliability;

· Awareness of any other information that creates a question as to an individual’s access authorization eligibility under10 CFR § 710.8; or
· The facility restricts or withdraws an employee’s access to SNM or to classified information or matter without DOE direction.

Describe the process for notifying the servicing DOE personnel security office(s) of clearance terminations, including the time limits for such notices.

NOTE:  Although a signed DOE F 5631.29, Security Termination Statement, must be submitted when a clearance is terminated, this form primarily documents the receipt of a security termination briefing under Section 5.2.  Therefore, the SSP should emphasize that termination notices must be sent to DOE within the required time limits even in cases when completion of a DOE F 5631.29 is delayed or impossible.
Describe the process for retrieving photo badges as soon as individuals no longer require them (e.g., clearance and/or employment termination) including:

· Relationship of badge retrieval to security termination briefing, and

· Procedures for destroying badges or returning them to the issuing office.

Identify records-maintenance systems and procedures for photo badges received by the facility, including issued, lost, stolen, destroyed, and returned badges.

Identify which hard-copy clearance records are maintained and describe how records are stored, including measures to prevent unauthorized disclosures.

Describe how employees are advised of their right to submit Part 2 of the Questionnaire for National Security Positions in a sealed envelope.

Describe the procedures for clearance holders and applicants to obtain copies or other access to any security forms containing information covered by the Privacy Act.

Describe the system(s) used to maintain required listings of access authorization data by contract, including the specific data maintained for each access authorization.
6.2 
Human Reliability Program
References:
· 10 CFR Part 712, Human Reliability Program
· 10 CFR Part 710, Subpart A, General Criteria and Procedures for Determining Eligibility for Access to Classified Matter or Special Nuclear Material
· 10 CFR Part 707, Workplace Substance Abuse Programs at DOE Sites
· 10 CFR Part 709, Polygraph Examination Regulations
· DOE M 470.4-5, Personnel Security
NOTE:  The criteria in 10 CFR Part 712 under which positions must be designated as requiring Human Reliability Program (HRP) certification of their incumbents inherently require issuance of a full SSSP by the facility requiring HRP-certified personnel, rather than a limited SSP within the scope of this guide.  Therefore, this section focuses solely on requirements that may apply to contractors that provide employees who work at other facilities where HRP certification is required.
Identify the HRP Implementation Plan(s) applicable to contactor personnel who require HRP certification for work at other facilities.

Identify the facility and/or outside officials who are responsible for, or otherwise participate in, the following HRP functions:

· Alcohol testing,

· Illegal drug testing,

· Supervisory reviews,

· Medical assessments

· Psychological evaluations, 

· Instruction and education, and

· Management coordination/oversight.

Identify any supplementary internal processes established to ensure that HRP certification requirements are met by contractor personnel assigned to other facilities.

6.3 
Control of Classified Visits
References:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section L, Control of Classified Visits Program
· DOE O 142.1, Classified Visits involving Foreign Nationals
NOTE:  Section 3.1 above addresses the requirements for access to DOE security areas, including access by visitors who must be escorted for that purpose.  Section 5.3 focuses on incoming visits that also require access to classified information or matter, as well as out-going visits to other facilities that require such classified access.
Identify all individuals assigned responsibility for administering the facility’s Visitor Control Program, including:

· Verifying clearance levels;

· Approving classified visits;

· Verifying identity and issuing visitor badges;

· Escorting visitors within DOE security areas; and

· Maintaining records of all classified visits to the facility.

Identify all record-keeping systems used to track data relating to the facility’s Visitor Control Program, including visitor logs and any electronic databases.

Describe the process for verifying the identity, need-to-know, and access authorization level of visitors before granting them access to any classified matter.

Describe the general process for obtaining or granting operational approval of in-coming classified visits to the facility by DOE employees or other contractors.

Describe the process for obtaining approval of in-coming classified visits by individuals who do not hold DOE access authorizations, including cleared foreign nationals.

Describe the process for obtaining DOE Headquarters approval prior to giving any visitor access to weapons-production or uranium-enrichment information or facilities.

Describe the process for obtaining approval of out-going classified visits to other DOE facilities or to facilities of other Federal agencies.
6.4 
Safeguards and Security Awareness
References:
· DOE M 470.4-1, Safeguards and Security Program Planning and Management,
Section K, Safeguards and Security Awareness Program
· DOE M 470.4-5, Personnel Security
· DOE O 475.1, Counterintelligence Program
· DOE O 551.1C, Official Foreign Travel

· National Industrial Security Program Operating Manual (NISPOM),
Chapter 3, Security Training and Briefings
Identify all individuals assigned responsibility for administering the facility’s Security Education and Awareness (SEA) Program, including:

· The SEA Coordinator;

· Any other presenter(s) of required security briefings; and

· Any individual(s) authorized to witness signatures on SF-312, Classified Information Nondisclosure Agreement, and/or to accept this form on behalf of the Government.

Identify which hard copy briefing records are maintained and the system(s) used to ensure receipt of required briefings and maintain an audit trail of completed briefings.

Identify the contents of initial security briefings and describe the process for scheduling and presenting such briefings to all non-visitors.

Identify the contents of comprehensive security briefings and describe the process for scheduling and presenting such briefings to cleared non-visitors.

Describe the procedures for obtaining a signed SF-312 or verifying prior execution of an SF-312 by an employee prior to granting access to classified information.

Identify the contents of annual refresher briefings and describe the process for ensuring that all non-visitors who have held a clearance for more than one year receive a briefing.

Describe the procedures for individuals to report official foreign travel; receive required security and/or counterintelligence briefings; and submit required post-travel reports.

Describe the procedures for cleared individuals to report unofficial travel to sensitive countries and to receive security and/or counterintelligence briefings.

Describe additional methods used to maintain on-going security awareness among individuals who are granted unescorted access to DOE security areas.

Describe the procedures for presenting security termination briefings, including methods to submit a DOE F 5631.29, Security Termination Statement, to DOE when:

· An individual is not immediately available at time of termination, or

· A signed form cannot be obtained even after reasonable efforts are made.

NOTE:  As noted under Section 5.1, therefore, the SSP should emphasize that termination notices must be sent to DOE within the required time limits even in cases when completion of a DOE F 5631.29 is delayed or impossible.
7.0 UNCLASSIFIED VISITS
and ASSIGNMENTS BY FOREIGN NATIONALS
NOTE:  This section focuses on DOE requirements applicable to facilities that sponsor foreign national visits and assignments (FNVAs).  Therefore, this section is inapplicable to facilities that neither sponsor FNVAs nor permit those sponsored by other DOE or contractor entities.  Even if a contractor does not sponsor FNVAs to its facility, however, relevant portions of this section must be documented to ensure compliance with internal access and other S&S requirements during FNVAs sponsored by others.
References:
· DOE O 142.3, Unclassified Foreign Visits and Assignments 

NOTE:  As reflected on DOE F 470.8, survey and self-assessment ratings are assigned to each facility’s FNVA Program:  Sponsor Program Management and Administration; Counterintelligence Requirements; Export Controls/Technical Transfer Requirements; Security Requirements; and Approvals and Reporting.  Given the integrated nature of the FNVA coordination and approval process, however, consolidating all five categories of requirements into one section is acceptable.
Identify all individuals assigned responsibility within the facility’s FNVA Program, including:

· Requesting, concurring in, and approving FNVAs;

· Developing and approving generic and specific security plans;

· Escorting foreign visitors and assignees within DOE security areas; and

· Obtaining and entering Foreign Access Central Tracking System (FACTS) data.

Identify all internal record-keeping systems other than FACTS used to track data relating to the FNVA Program, including visitor logs and any electronic databases.

Describe the process for approving and documenting FNVAs that involve access to sensitive subjects and/or to DOE security areas by non-U. S. citizens, including:

· Submission of requests by FNVA sponsors;

· Acquisition of required personal and visit/assignment data;

· Requests for any required indices checks and export control reviews; and

· Development of any required cyber-security risk analysis or specific security plan.

Describe the process for non-citizen entry into, and control within, DOE security areas, including any escort requirements.

Specify the requirements for post-FNVA reports by sponsors and the process for coordinating these reports through all interested parties.
8.0 NUCLEAR MATERIALS
CONTROL AND ACCOUNTABILITY

NOTE:  Section 3.0 in this guide only addresses the physical protection of SNM, and a more detailed site-specific “Materials Control and Accountability (MC&A) Plan,” separately approved by the DOE CSA, is required to address all DOE requirements.  To avoid duplication, therefore, this section is limited to the incorporation of the MC&A Plan and supplementary procedures by reference, as well as key personnel assignments within the program.

References:
· DOE M 470.4-6, Nuclear Material Control and Accountability
· DOE O 5660.1B , Management of Nuclear Materials

Identify the MC&A Plan and any other site-specific procedures developed to control and account for SNM at the facility.

Identify the key personnel assigned responsibilities under the MC&A Plan, including the MC&A Manager and Material Balance Area (MBA) Custodians (see Exhibit 2.

Exhibit 1  Acronyms & Abbreviations
	ACREM
	Accountable Classified Removable Electronic Media

	AFSO
	Alternate Facility Security Officer

	Att.
	Attachment

	CH
	Office of Science - Chicago

	CMPC
	Classified Matter Protection and Control

	CO
	Classification Officer

	C/RD
	Confidential Restricted Data

	CSCS
	Contract Security Classification Specification

	CSP
	Cyber Security Plan

	DC
	Derivative Classifier

	DOE
	Department of Energy

	EA
	Exclusion Area

	ECI
	Export Controlled Information

	FCL
	Facility Clearance

	FDAR
	Facility Data and Approval Record

	FOCI
	Foreign Ownership, Control or Influence

	FSO
	Facility Security Officer

	GSA
	General Services Administration

	GSP
	Graded Security Protection

	ISSM
	Information Systems Security Manager

	ISSO
	Information Systems Security Officer

	LA
	Limited Area

	MBA
	Material Balance Area

	MC&A
	Materials Control and Accountability

	NMC&A
	Nuclear Materials Control and Accountability

	NMMSS
	Nuclear Materials Management and Safeguards System

	NSI
	National Security Information

	OPOC
	Official Point of Contact

	OPSEC
	Operations Security

	ORO
	Oak Ridge Office

	OUO
	Official Use Only

	PIN
	Personal Identification Number

	PPA
	Property Protection Area

	QNSP
	Questionnaire for National Security Position

	RD
	Restricted Data

	S&S
	Safeguards and Security

	SNM
	Special Nuclear Material

	S/RD
	Secret Restricted Data

	SSIMS
	Safeguards and Security Information Management System

	SSP
	Site Security Plan

	SSSP
	Site Safeguards and Security Plan

	TSCM
	Technical Surveillance Countermeasures

	UCI
	Unclassified Controlled Information

	UCNI
	Unclassified Controlled Nuclear Information

	VTR
	Vault-Type Room


Exhibit 2  S&S Program Responsibilities
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	CMPC POC
	

	
	OPSEC POC
	

	
	TSCM Officer
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	Derivative Classifier
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DOE M 471.3-1, Manual for Identifying and Protecting Official Use Only

DOE O 475.1, Counterintelligence Program

DOE M 475.1-1B, Manual for Identifying Classified Information
DOE O 551.1C, Official Foreign Travel

DOE O 5670.1A, Management and Control of Foreign Intelligence
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