
Criteria and Review Approach Document (CRAD)
and Lines of Inquiry for
Evaluating the Effectiveness of
Quality Assurance Program Implementation
Review Area I - Program

Criteria 1. The organization and reporting chain (Criterion 1, DOE O 414.1C) are established and utilized to ensure clear lines of authority.

a). What is the organization structure of this activity?
b). Are functional responsibilities for QA defined and implemented for this activity?

c). What is the organization structure of the QA oversight of this activity?

d). Is the QA organization independent of the line management organizations?

e). What is the commitment of upper, middle, and lower management to the QA program and its implementation?

f). How is Quality policy promulgated and quality improvement implemented throughout the organization associated with this activity?

g). Are QA audits, surveillances, and nonconformance reports part of the QA program?

h). What are the QA interfaces with organizations that support this activity?
i). How are quality problems identified, documented, corrected, and prevented in the future for this activity?

j). How are quality and efficiency improvements implemented, and how are lessons learned applied to this activity?
Criteria 2.  The graded approach and any criteria for determining what QA management requirements are needed are implemented for various types of work.

a). What are the levels of risk associated with an activity?

b). What is the process for grading the application of QA requirements for activities?

c). Does it identify consequences, requirements, and depth/extent/rigor necessary in application of those requirements?

d). What is the level of commitment of this activity’s senior management to QA?

e). What are the greatest concerns regarding QA and ISMS implementation?

f). Are controls and verifications applied to this activity consistent with their importance to safety, cost, schedule, and success of this mission?

g). Are controls documented and communicated to personnel involved in this activity to ensure appropriate application and implementation?

h). Is the QA Plan approved?  If not, when will it be approved?
Review Area II - Personnel Training and Qualification

Criteria 3.  The training and qualification program is implemented to ensure that personnel are capable of performing their assigned work.

a). What is the organization’s documented training plan?  Is it adequate and effective?  How are training requirements established?  What is the review and approval process?

b). Does the organization have adequate resources, processes, and responsible elements to support the selection, training, and qualification of personnel conducting work?

c). Does the training and qualification program describe the positions and functions to which it applies?

d). How are certifications and special qualifications (e.g., auditors, subject matter experts, nondestructive examination personnel, welders, etc.) established and maintained current?

e). How is proficiency established and maintained for operational positions and/or functions?

f). How is on-the-job training established and maintained?

g). How is the required reading program established and maintained?

Review Area III - Quality Improvement

Criteria 4.  A quality improvement process to detect and prevent quality problems is established and implemented.

a). Do established work processes and procedures adequately identify and report quality problems?

b). Does senior management policy encourage problem detection and prevention?

c). What are the existing processes for communicating lessons learned and performance information?  Are they adequate?  Are they effective?

d). How is the significance of quality problems categorized and prioritized?

e). Does this quality improvement process provide for the identification of the causes of problems?  Does it require identification of actions to prevent recurrence?  Are both of these required as part of the problem correction process?  Is implementation effective?

f). How are cause, extent, and remedial and preventative actions for quality problems addressed?

Criteria 5.  The process for identification, control, and correction of items, services, and processes that do not meet established requirements (nonconforming) is documented and implemented.

a). What procedures determine which disciplines or functions evaluate and disposition the nonconforming item, service, or process?  Are they adequate?
b). What procedures identify and control nonconforming items to prevent their inadvertent use?  Are these procedures adequate?

c). How are quality problems associated with services and processes documented and corrected?

Criteria 6.  The process to review item characteristics, process implementation, and other quality-related information to identify items, services, and processes needing improvement is documented and implemented.
a). What quality performance analysis system is in place (e.g., six sigma, metrics and indicators, trending)?  Is it adequate?

b). How does the performance analysis system provide for feedback to affected and related organizations or groups?

Review Area IV - Documents and Records

Criteria 7.  The process for preparation, review, approval, issue, use, and revision of documents that prescribe processes, requirements, and design is documented and implemented.
a). What is the approved and documented document control system providing the above functions?  Is it documented?  Does it clearly describe responsibilities and functions?  Is it adequate?

b). Are key functions related to the quality criteria (e.g., design, procurement, work control, inspection, testing) described in reviewed and approved documents such as procedures?

c). Are key work processes and associated activities and functions in the FRA supported by documentation?

Criteria 8. The process for specification, preparation, review, approval, and maintenance of records is documented and implemented.
a). What is the approved and documented records management system providing the above functions?  Is it adequate?

b). Are the requirements of the National Archives and Records Administration addressed?

c). What is the quality records standard applied to the applicable contract(s), and is it fully implemented?

Review Area V - Work Processes

Criteria 9.   Quality management principles in work processes are documented and implemented.
a). Are the methods adequate for ensuring that work is performed consistent with technical standards, administrative controls, and other hazard controls?

b). Are the core functions and guiding principles of ISM addressed in work processes?

c). Do the approved instructions, procedures, and other appropriate means for the work processes meet regulatory or contract requirements?

d). What are the methods that identify and control items to ensure their proper use?
e). What are the methods that maintain items to prevent their damage, loss, or deterioration?  Are these methods adequate?  (See Review Area III, criteria 5 & 6)

f). What are the requirements for and methods of ensuring adequate calibration and maintenance for equipment used for process monitoring or data collection?  Are they adequate?  How is the impact of previously obtained data evaluated for equipment found to be out-of-tolerance?
g). Is there an adequate system in place for use and control of software in accordance with DOE G 414.1-4?

Review Area VI - Design

Criteria 10.  Quality management principles in design are documented and implemented.

a). How has this office determined whether it performs actual design work?
b). If not, how is oversight of contractor design addressed and documented?  How is the training and qualification of personnel carried out for this oversight of design?

c). Are appropriate standards and sound engineering and scientific principles applied to design items and processes?  How is this documented?  Is the graded approach utilized properly?

d). Is the use of software in the design and safety analysis process controlled in accordance with DOE G 414.1-4?

e). What method is used to incorporate applicable requirements and design bases in design work?

f). Are design changes controlled at the same level as the design?  Does the QAP cover the maintenance of the design configuration (e.g. as-built drawings are maintained and accurate)?
g). How are design interfaces identified and controlled, within the design authority and externally with customers and suppliers, including subcontractors?

h). What is the process for design verification and/or validation for design products?  Is it adequate?  Are individuals other than those performing the design work utilized?

i). Is the design work verified/validated before approval and implementation of design?

j). What is the system for engineering involvement in the identification, analysis, and control of suspect/counterfeit items that could affect safety?  Is it documented?  Is it adequate?

Review Area VII - Procurement

Criteria 11.  Contract List A/List B requirements flow down to contractors of DOE O 414.1C and/or 830 Subpart A requirements is adequate.
a). Review the list of contractors

b). Review ___________________ contract.  

c). What is the schedule of assessments for this contractor?

d). For this contractor, how are quality problems identified, documented, reported, corrected, and prevented in the future?

e). How are past assessment results implemented?

f). How are flow down requirements to subcontractors verified? Tracked?

g). How does ___________ ensure that the QA Plan and ISM are implemented for all contractors?

h). How does the Field Office assessment program of this contractor continuously improve quality and efficiency of operations?

i). Review recent Customer Review Survey for activities of this contractor.  How are feedbacks relayed to the contractor?  What are the follow through activities?

j). How are contractor commitments tracked?  Enforced?

k). How are new QA and ISM requirements incorporated into existing contracts?

Criteria 12. The process for review of proposals and selection of contractors, QA and ISMS requirements flow down, customer requirements flow down are documented and implemented.
a). What is the contractor evaluation process used?

b). What is the process for determining customer requirements/specifications and how are these requirements captured and incorporated in the contract?

c). How are QA and ISMS requirements flowed down to the contractor and subcontractor?

d). How is the qualification of persons who evaluated the proposals determined? – compare with training and qualification records in CHRIS.

e). Review Contractor Records retained.  Are the records complete?

f). How are new QA requirements incorporated into new contracts?

Review Area VIII - Inspections and Acceptance Testing

Criteria 13. The process for inspections and acceptance testing of items, services, and processes is documented and implemented.
a). What is the method for specifying inspections and tests for items, services, and processes?  Is it adequate?

b). How are acceptance and performance criteria established and utilized?  Is the graded approach applied satisfactorily?

c). What is the process for inspecting, testing, and accepting software products?  Is it adequate?  What standards and requirements are invoked?

d). Are inspections and acceptance tests planned and controlled?  How? 

e). How are inspections and acceptance tests results documented?

f). Is inspection and test equipment calibration established and maintained?  How?  How is traceability of calibration maintained?  Is it adequate?

Review Area IX - Management Assessment

Criteria 14 A process for conducting  Management Assessments (Criterion 9 DOE O 414.1C) is documented and implemented.

a). What is the schedule of management assessments?

b). How was the risk model utilized to determine assessment areas, schedule, and rigor?

c). Does the management assessment program include all levels of management?  If so, how?

d). How are quality problems identified, documented, reported, corrected, and prevented in the future?

e). How are past management assessment results implemented?

f). How does the management assessment program continuously improve quality and efficiency of operations?

g). How were results of the assessment incorporated in the Lessons Learned Program?

Review Area X - Independent Assessment

Criteria 15.   A process for conducting Independent Assessment (Criterion 10, DOE O 414.1C) is documented and implemented.
a). What is the schedule of independent assessments for this activity?

b). How was the risk model utilized to determine assessment areas, schedule, and rigor?

c). Is the independent assessment program adequately defined and documented?

d). By what criteria are assessors chosen for independent assessments?

e). What is the process for reporting independent assessment results and required corrective actions to responsible management?

f). How are past independent assessment results tracked to completion of corrective actions?

g). How are past independent assessment results implemented?

h). What performance parameters does the independent assessment program measure?

i). How does the independent assessment program continuously improve quality and efficiency of operations?

j). How were results of the assessment incorporated in the Lessons Learned Program?

Review Area XI - Software Quality Assurance

Criteria 16.  A process for addressing software QA is documented and implemented.
a). What safety-related software packages does the contractor use?

b). What DOE SQA policies and requirements exist for these software packages?  Are these incorporated into a formal QA program by the contractor?

c). Is there anything specific in the contract with regard to DOE SQA policy/requirements?

d). What are oversight processes/activities for SQA?  Has there been any assessment to date either independently or as part of other QA or performance assessments?

Review Area XII - Suspect/Counterfeit Items Prevention

Criteria 17. A process addressing oversight of the S/CI Prevention is documented and implemented.
a). Does the contractor have S/CI program in place?

b). What is the oversight process for this activity?

c). What are the findings/observations of the most recent two assessment of this program?  What are the corrective actions initiated to address any issues?  How are these tracked?

Review Area XIII - Corrective Action Management Program (CAMP)
Criteria 18.  The Corrective Action (CA) Management Program is documented and implemented.

a). Does the Field Office incorporate CAMP into its program?
b). Has the Office assigned a responsible individual to manage this?
c). How are CATS and CAMP reconciled?  Is there a responsible individual assigned for CATS?  How are CAs communicated to or coordinated with HQ?

d). Obtain a couple of Nonconformance Records and review.

Review Area XIV - Integrated Safety Management

Criteria 19.  The integration of ISMS into the overall quality assurance program is documented.
a). What is the management system utilized for implementing ISMS for this activity?
b). What are the roles and responsibilities for ISMS implementation?  Are they clearly defined/documented?  Are they implemented?

c). What is the process for feedback and continuous improvement in ISMS implementation?

d). How are ISM lessons learned applied to this activity?

e). Are ISMS line management responsibilities defined and implemented?

f). What work controls are in place to ensure safety?

g). What is the process for determining and grading the application of ISMS requirements?

h). What is the commitment of upper, middle, and lower management to the ISM program and its implementation?

i). How are Readiness Assessment and Operational Readiness Review results integrated with ISM and operational efficiency?

j). What are the greatest concerns regarding ISM implementation?
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