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Purpose of ORION System: 
 

1. Planning & Tracking Oversight & Self-Assessment Activities (i.e. assessments, 

walkthroughs & operational awareness, issues, corrective actions, Facility Mgmt 

inspections) 

2. Issues & Actions Management 

3. Documentation & Evidence Tool 

4. Data Repository with Trend Codes/binning to support trending, analysis, rollups, 

reporting 

5. Management Tool for Continuous Improvement 
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1st The User Login Screen 
To begin you open internet explorer and type in the following address: https://orion.oro.doe.gov and click to 
go to this site.  You will then see the ORION Login screen and be asked to enter the following information 
(shown below):  

User name: = doeoro\User 3 character ID    
Password: = User UCAMS password

2nd Setting Internet Explorer to allow pop-ups for ORION 
After Login go to the browser’s toolbar: click “Tools”, scroll to “Pop-up Blocker” and click  
“Turn off Pop-up Blocker”.  This will give you full functionality within the ORION system.  A screenshot of 
this action is shown below: 

Starting Points 
ORION Login and Internet Explorer helpful tips: There are a few preliminary pieces of info that you need to 
know.  When you follow the ORION url as listed below and on the title page, you will be asked to provide 
security login information.  The login information is the same as your UCAMS ID.  Also, in order to view 
some of ORION’s screens you will need to turn off the pop-up blocker in internet explorer.   
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Auto-Notification from ORION  

Step 3 above tells ORION that you want email notifications on the selections you made in the 
“View/Edit My Profile” screen.  ORION can send you an email weekly to quarterly telling you all you wish 
to know about your ORION entries.  This feature provides a convenient reminder to help users stay in touch 
with status information. 
 

Personal Homepage 
The ability to personalize your ORION Homepage: A snapshot of your organization’s assessments and 
walkthroughs and your status as an assessor, POC, and/or manager. 
Your ORION homepage has summary infromation you need to track and trend your organizations data.  To 
get yourself set up to receive the full benefit of the ORION system you must first perform a few preliminary 
actions.  Below is the ORION homepage that has been set to show information for TJSO:   

 

Setting your ORION Homepage is as easy as “1, 2, 3” 
 

1. Click “View/Edit My Profile” 
2. Fill in your role and organization info 
3. Tell ORION what you are interested in 

 
NOTE: Don’t forget to click the “Save Edit” button 
when you are finished.  Then refresh the homepage by 
hitting the “F5" key on the keyboard.  
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The following is an example of the ORION email notification system: 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 

 
 
 
 
 
 
 

In this example the ORION email notification contains a table showing the changes made to an assessment 
on the SC-IAS.  The user knows as soon as the assessment is edited and saved.  Here it appears that an 
assessment has been marked complete with a date of completion 6/15/2007. 

Not only will ORION help the user stay on track with their commitments (above), but it will also send you 
emails when there are new entries to the SC-IAS or any other schedules you wish to keep up-to-date with 
(below). Below is an example of ORION email notifications sent out after edits were made to assessments on 
the SC-IAS: 
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Search and Locate 
The ORION Locate Feature: search the database whether you know the identification number or not! 
ORION has the capability to perform a text search.  Example: you need to edit a walkthrough you entered 
and you can’t remember the walkthrough ID#.  Simply search for a keyword/phrase that is applicable to your 
walkthrough.     

     

Example: 
Above is a search performed on all walkthroughs that contain the acronym “WICS”.  ORION 
quickly searches all entry fields for WICS.  When ORION finds the walkthrough it lists it in a 
table for you to view.  To view/edit the walkthrough simply click the “View/Edit” button for 
access. 
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Enter a New Walkthrough 
ORION user friendly creation layout “New”: an intuitive form for creating assessments, walkthroughs, corrective actions, and issues.   
To create a new walkthrough simply input the following fields and click Save.  User information, date and walkthrough ID# are automatically 
generated for you. 
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Add a P3 Issue to a Walkthrough 
To add an issue to a walkthrough you must have the browser’s pop-up blocker turned off (described on page 3).  After entering in the 
Walkthrough information click the “Save Edit” button making sure that the “Any Issues observed?” dropdown box contains a “Yes” (as shown 
below).  Note: you must save the Walkthrough information before you can add the issue information.  Now, that you have saved the 
walkthrough add a P3 issue by clicking next to “P3 (Trend Only)” below “Select Issue Type to add” (circled red below)?  The moment you click 
the P3 circle the form named “Priority 3 Finding Short Form” will appear as a pop-up (shown below, right). Fill in the applicable information and 
click the “Save” button.   

Click P3 for pop-up form 
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View/Edit your New Walkthrough 
ORION “View/Edit” feature: Now that you have created the walkthrough you can use this feature to easily view and edit the information you 
input at anytime and as many times as you like.   
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Enter a New Assessment 
ORION user friendly creation layout “New”: an intuitive form for creating assessments, walkthroughs, corrective actions, and issues.   
To create a new assessment simply input the following fields and click Save.  User information, date and assessment ID# are automatically 
generated for you. 
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View/Edit your New Assessment 
ORION “View/Edit” feature: Now that you have created the assessment you can use this feature to easily view and edit the information you 
input at anytime and as many times as you like.   
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The ORION Calendar of Assessments 
One often used feature in ORION is the assessment calendar interface.  This feature allows the user to view a monthly calendar which is populated 
with all the assessments for their respective organization.  Each day of the month contains an assessment that is being conducted by your organization.  
Click on the date and below the calendar the link to the assessment report is shown.  ORION users have found this feature very helpful in managing 
their assessment, action, and walkthrough schedules.

SCMS Rev. 1.2/AS_Exh16.pdf 12 of 22 (02/2009)



Page 13 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Integrated Assessment Schedule “IAS Reports” 
Click here and you can view the IAS for Science, Site-specific, and organization level.  Just enter in the dates and office you are interested in and 
click the button.  ORION allows the user to view assessments performed by their organization and assessment being performed on their 
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Currently set for ORO but can be easily adjusted for other SC sites. 

Trending Capabilities 
ORION data is stored on a server based database which can be easily extracted for trending purposes.  At anytime you can take a “snapshot” of 
how your organization is performing.  Below you can see some of the data from ORO that has been set up as a special report (not viewable to 
general user).  This feature allows the organization to quickly view the data from which many trending opportunities are available.  The graphs 
show recent trending charts used in ORO’s quarterly trending report. 

Walkthroughs Versus Time: October 1, 2006 through September 30, 2007
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Open 0 2 0 5 10 0 0 27 36 10 0

Due in less than 30 Days 0 1 0 3 7 0 0 5 2 3 0

Due in 30 - 60 Days 0 0 0 0 0 0 0 9 4 1 0
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Custom Reports designed with your facility in mind 
Given that ORION is a unique and dynamic program it can be tailored to fit any organizations needs.  ORO facility representatives have taken 
advantage of ORION’s customization capabilities.  In the following example a you can see the entry form (Draft) on the left for the facility 
representative report which can be saved and reopened at the user’s discretion.  To the right you can see the finished report that can be emailed or 
printed for monthly oversight purposes.  The yellow indicates entry fields. 
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EXAMPLE Integrated Assessment Schedule (IAS) List of ORION and SMART Functional 
Areas and Subareas 

 
 
• Business Operations 

Administration 
Financial Management 
Human Resources 
Procurement & Contract Mgmt 
Small Business 

• Conduct of Operations 
Communications 
Control Area Activities 
Control of Equipment and 
System Status 
Control of On-Shift Training 
Equipment and Piping Labeling 
Independent Verification 
Investigation of Abnormal 
Events 
Lockouts and Tagouts 
Logkeeping 
Notifications 
Operations Aspects of Facility 
Chemistry 
Operations Organization and 
Admin. 
Operations Procedures 
Operations Turnover 
Operator Aid Postings 
Required Reading 
Shift Routines and Operating 
Practices 
Timely Orders to Operators 

• Configuration Management 
• Diversity Programs 
• Emergency Management 
• Engineering 
• ES&H - Accelerator Safety 

Basis 
• ES&H - Criticality Safety 
• ES&H - Environmental – 

Environmental Compliance 
Air Effluent Management 
Water Effluent Management 
Environmental Monitoring 
NEPA 
Environmental Management 
Systems 
Toxic Substances 
Management 
Green Buildings & Sustainable 
Design 

Vehicle Fleet Management 
• ES&H – Environmental – 

Waste Management 
Hazardous Waste 
Management 
Radioactive Waste 
Management 
Solid Waste Management & 
Pollution Prevention 
Energy & Water Usage 
Management 
Affirmative Procurement 

• ES&H - Fire Protection 
Fire Department/Emergency 
Response 
Fire Suppression/Detection 
Systems 
Hazards Identification and 
Control 
Inspection, Testing and 
Maintenance 
Life Safety/Facility Egress 
Fire Hazards Analysis 

• ES&H - Industrial Hygiene 
Biohazards 
Bloodborne Pathogens 
Chemical Safety 
Confined Space 
Ergonomics 
Eyewash/Eyewash Station 
Hazard Communication 
HAZWOPER 
Laboratory Standard 
Laser Safety 
Noise/Hearing Conservation 
Nonionizing Radiation 
Occupational Health/Medicine 
Respiratory Protection 
Thermal Stresses 
Toxic and Hazardous 
Substances 
Ventilation/Local Exhaust 

• ES&H - Construction & 
Industrial Safety 
Compressed Gases 
Electrical 
Excavation/Trenching 
Fall Protection 
Hand and Power Tools 

Heavy Equipment 
Hoisting and Rigging/Cranes 
Housekeeping/Storage 
Lighting 
Machine Guarding 
Materials Handling 
Personal Protective Equipment 
Powered Industrial Equipment 
Recordkeeping 
Scaffolding 
Stairways/Ladders 
Walking/Working Surfaces 
Welding/Cutting 

• ES&H - Nuclear Safety Basis 
• ES&H - Radiation Protection 

Contamination Control 
Entry Control 
Plans & Procedures 
Records & Reports 
Sealed Radioactive Source 
Control 
Surveys 

• Information Technology (IT) 
Cyber Security  

• ISM (General) 
• Maintenance 
• Packaging and 

Transportation 
• Project Management 
• Property Management 
• Quality Assurance 

Program 
Personnel Training & 
Qualification 
Quality Improvement 
Documents & Records 
Work Processes 
Design 
Procurement 
Inspection & Acceptance 
Testing 
Management Assessment 
Independent Assessment 
Safety Software Quality  
Suspect/Counterfeit Items 

• Safeguards and 
Security/ISSM 

 
Note:  This Exhibit includes example Functional Areas and Sub-areas for Use in (1) Identifying Functional 
Areas covered during assessments and walkthroughs and (2) Trending of Findings. 
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The list provides typical functional areas (in bold font) and further breakdown for some of the functional areas into 
sub-areas for use in describing what areas are covered in an assessment or walkthrough.  The same list of functional 
areas/sub areas is also used for categorizing/trending of findings that may be identified during an assessment or 
walkthrough.  (For example: an Operational Readiness Review (ORR) may cover several functional areas, such as 
conduct of operations, emergency management, maintenance, industrial safety, industrial hygiene, quality assurance, 
etc.  Findings from the ORR would be in a particular functional area/sub area, such as: Industrial Safety- Hoisting 
and Rigging/Cranes.  Another finding may be in Quality Assurance- Personnel Training & Qualification.) 
 
In order to be effective, trend codes should be consistently applied, and the number of trend codes should be limited. 
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REQUIRED FORMS (2) TO OBTAIN ACCESS TO ORION 
 
The forms provided on the following pages should be completed (complete yellow highlighted 
items) and returned for processing. 
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Responsibilities of Users of DOE-ORO Computer Facilities 
 

Before you are granted access to centrally managed computer systems operated by the U.S. Department of 
Energy (DOE), Oak Ridge Operations (ORO), you must read and accept the following responsibilities:  

1. My password for access to ORO unclassified computing resources is to be protected at the 
highest sensitivity of information to which it allows access or at a minimum, it is to be 
protected as “Official Use Only.” I will not share my password with anyone or allow anyone 
to use my password to access computing resources. If I write my password down, I will 
protect the paper by properly securing it. If I suspect that my password has been 
compromised, I will initiate the appropriate steps to have a replacement password generated.  

2. I will protect all information under my control or to which I am granted access. Information 
in my custody is a valuable company asset that should be protected according to its highest 
level of sensitivity regardless of its form (e.g., CRT, magnetic media, hardcopy, or printer 
ribbon).  

3. I will use the computing resources, both internal systems and networks, and external network 
connections, for official business in support of my assigned duties. I will not use the 
computing resources in a manner which would constitute waste or fraud (such as playing 
games, downloading sexually explicit materials, sending personal e-mail, etc.) toward DOE, 
ORO, or any other government or commercial organization. I will not abuse the computing 
resources, nor will I use the resources to support any personal business or activities.  

4. I will use only properly authorized and/or licensed software on computing resources to which 
I have access. I will not create or modify any software for the purpose of disrupting 
operations, circumventing security controls, or destroying or modifying data or programs 
without authorization. Also, I will not create or modify any software to provide unauthorized 
access to computing resources or to gain access to privileges, programs, data, passwords, or 
resources for which I am not authorized.  

Acknowledgement Statement:  
 
You are advised that there is no expectation of privacy of your activities on DOE ORO systems.  DOE 
retains the right to monitor all activities on these systems, to access any computer files or mail messages, 
and to disclose all or part of information gained to authorized individuals or agencies, all without prior 
notice to, or consent from, any user, sender, or addressee.  By your signature below and by using DOE 
ORO systems, you consent to permit access by DOE or another authorized investigative agency to any 
DOE computer you have used.  This access by DOE or another authorized investigative agency is in 
effect during the period of your access to information on a DOE computer and remains in effect for a 
period of three years thereafter.  Anyone using these systems acknowledges their consent to, and 
understanding of, these terms and conditions. 
 
 
______________________________________________         ____________ 
Name (Printed)                                         User ID 
 
______________________________________________         _____________ 
Signature                                              Date 
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Instructions for form:  

Please read the responsibilities, complete the yellow highlighted information, and fax your 
completed form to John Murmann at FAX Number 865-576-3071. 

Please also give John a call at 865-576-1820 or email at murmannj@oro.doe.gov to let him know 
your form has been sent so he can take it to ORO IT Services when it arrives. 
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---------------------------------------------------------- BUSINESS SENSITIVE (with entry) ----------------------------------------------------- 
 

FORM FOR DEPARTMENT OF ENERGY (DOE) EMPLOYEES, OTHER GOVERNMENT 
AGENCIES AND ORO GOVERNMENT CONTRACTORS REQUESTING ACCESS TO  

OAK RIDGE OPERATIONS (ORO) COMPUTING RESOURCES 
 
A. NAME _______________________________________  B. PHONE ______________________         C.  UID ________ 
 
D. BADGE NUMBER _____________________________  E. SOC. SEC. NUMBER _______________________________ 
 
F. ADDRESS: 
 
 DIVISION NAME ______________________________  E-MAIL NAME _________________________ 
 
 ROUTE SYMBOL/ORG. CODE ___________________ BRANCH NAME ________________________ 
 
 BUILDING ____________________________________ MAIL STOP _______________________  ROOM _________ 
 
 CITY _________________________________________ STATE ___________________________  ZIP ____________ 
 
G. EMPLOYER/CONTRACTOR: ___________________________________________________________ ___ 
 
H. CITIZENSHIP: USA ____________________________OTHER (SPECIFY) _________________________ 
 
I. CURRENT CLEARANCE LEVEL: 
 NONE_________   DOE Q _________   DOE L _______ OTHER US GOVERNMENT AGENCY (SPECIFY) ____________ 
 
J. ACCESS REQUEST: I am requesting access to the following “UNCLASSIFIED” ORO information system resource(s):  
 

1.  DOEORO Domain   2.  DOE Mail   3.  ORO-PPP   4. DOE-VPN*   (  ORO Network,  DOEnet Only) 
  

 5.  Other (Specify) __https://orion.oro.doe.gov_______________________________________________________________  
 
K. DATES ACCESS IS REQUIRED:  Begin: ___11/1/2006___________    End:   ___none__________________________ 
  

APPLICANT RESPONSIBILITY STATEMENT 
This access is required in the normal course of my employment or other association with Oak Ridge Operations.  I agree to abide by 
all applicable Oak Ridge Operations procedures and regulations governing these Information System resources. I understand that the 
Information system(s) for which I am requesting access contain(s) information which is the property of the DOE, and that I will treat 
and protect such information in a manner consistent with its sensitivity and that none of this information will be disclosed to others or 
retained by me at the end of my employment or other association with Oak Ridge Operations. I also understand that I am responsible 
for the protection of such information while it is in my possession or control and that the release of said information may be a 
violation of Federal Laws. 
 
                                          Signature__________________________________________________        Date_______________  

 
DOE/ORO DIVISION MANAGER OR CONTRACTING OFFICER REPRESENTATIVE STATEMENT 

I have reviewed and concur with the request to access the Oak Ridge Operations information systems resource(s) for the individual 
named in Section A of this form.  

 Name: David Allen/Harold Monroe/Larry Kelly  ______________________________________        Date_______________  
 (type/print) Signature 

DOE/ORO/IRMD AUTHORIZER STATEMENT 
I have reviewed the request to access the Oak Ridge Operations Information Systems resource(s) for the individual named in Section 
A of this form and approve access to the AIS resources specified in Section J.  This access is to be removed as of the end date in 
Section K.  

 Name______________________________    ________________________________________        Date_______________  
 (type/print) Signature 
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Instructions for form: 

Please complete the yellow highlighted information and fax your completed form to John Murmann at 
865-576-3071. 

Please also give John a call at 865-576-1820 or email at murmannj@oro.doe.gov to let him know your 
form has been sent so he can get it processed when it arrives. 
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