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Purpose of ORION System:

1. Planning & Tracking Oversight & Self-Assessment Activities (i.e. assessments,
walkthroughs & operational awareness, issues, corrective actions, Facility Mgmt
inspections)

2. Issues & Actions Management

3. Documentation & Evidence Tool

4. Data Repository with Trend Codes/binning to support trending, analysis, rollups,
reporting

5. Management Tool for Continuous Improvement
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Starting Points

ORION Login and Internet Explorer helpful tips: There are a few preliminary pieces of info that you need to
know. When you follow the ORION url as listed below and on the title page, you will be asked to provide
security login information. The login information is the same as your UCAMS ID. Also, in order to view
some of ORION’s screens you will need to turn off the pop-up blocker in internet explorer.

1% The User Login Screen

To begin you open internet explorer and type in the following address: https://orion.oro.doe.gov and click to
go to this site. You will then see the ORION Login screen and be asked to enter the following information
(shown below):

User name: = doeoro\User 3 character 1D
Password: = User UCAMS password

Lser narme: o w User name: €7 docorobion: A

Passward: Password: sssssnns

[2]4 l[ Cancel l I Ok H Caniel

2"? Setting Internet Explorer to allow pop-ups for ORION

After Login go to the browser’s toolbar: click “Tools”, scroll to “Pop-up Blocker” and click

“Turn off Pop-up Blocker”. This will give you full functionality within the ORION system. A screenshot of
this action is shown below:
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Personal Homepage

The ability to personalize your ORION Homepage: A snapshot of your organization’s assessments and
walkthroughs and your status as an assessor, POC, and/or manager.

Your ORION homepage has summary infromation you need to track and trend your organizations data. To
get yourself set up to receive the full benefit of the ORION system you must first perform a few preliminary
actions. Below is the ORION homepage that has been set to show information for TJSO:

d - Usstul Links | Sesurity & Privacy | Contact System Admini Select all roles that apply to you:
Home New Wiew fEdit Reports Calendars Locate Help O Facility Representative, SME, 330

[ PrograrProject Manager

DManager, Team Leader

. View /Edit My Profile

USER INFORMATION

Bl 125 Reports & User: MICHAEL STERLING [V other
AS Managernges Gllup # of Logins Today: 4

What sponsoring office applies to you?

. Monthly Trend Charts L) My Activity Log fo.r Today: 0 TJSO =
i Today's Date: Friday, October 12, 2007 |
. Administration
Which organization are you associated with?
Howe to set ORION as a trusted site TS0 “

My Status Which site are you MOST associated with?

TJSO Michael Sterling TINAF |

Assessment/Review Status What project applies to you?
13 assessments/reviews have passed their finish date and |0 assessments/reviews led this manth. 2
need to be updated. 0 assessments/reviews participated in this month. . . .
0 assessments/reviews are scheduled within next 30 days, |0 assessments/reviews scheduled to lead within next 30 days. Would you like to receive email alerts when changes (e.g. Saves or
0 assessmentsfreviews are scheduled to finish within next |0 assessments/reviews I'm leading scheduled to finish within next 30 Edits) are made to the IAS?
30 days. days.

ONo @es

Issue Status Please choose which IAS updates you want to receive:

0 issues dosed within last 30 days.

0 issues past expected closure date. D My Office
0 issues coming due for closure in next 30 days. 0 issues are open where I am POC andfor Accountable Mgr/Person. |:| Wy Site
All Finding, Priority 1 issues are closed. 0 assessmentfreview issues entered in last 30 days where [ am
4 Finding, Priority 2 issues are open. Accountable Mgr/Person andfor POC, |:| My Org
0 assessment/review issues entered in last 30 days.
1 walkthrough issue entered in last 30 days. |:| I'm POC
Action Status [im Team Lead ar Team Member
Mo overdue actions. [l an

5 Mo overdue actions where you are POC and/or Accountable MgriPerson.
Mo open and on-schedule actions. Mo open actions where you are POC andfor Accountable Mgr/Person.

No actions are due within nest 30 days. Would you like to receive email notification reports?
Walkthrough Status Ono @ves
6 walkthroughs completed in last 30 days. 1 walkthrough completed in last 30 days. What frequency would you like to receive the reports?
Assessment Lessons Learned Status O Not Applicable
Mo lessons learned entered on assessments or issues
magmt in the last 30 days, OWBBkh"
5 lessons learned on assessments or issues mgmt. .
@ Bi-Weekly
Setting your ORION Homepage is as easy as “1, 2, 3” O Manthly
O Bi-Manthly
1. Click “View/Edit My Profile” - O quarterly
2 F| || in yOU r r0|e and organization info E Select all notifications that you would like to receive: (Hold Down
: the CTRL key to select more than one)

3. Tell ORION what you are interested in []

Overdue Actions )
Reviews that Need Updating

NOTE: Don’t forget to click the “" button Reviews Starting in Next 30 Days by Team Lead

. Reviews Starting in Mext 30 Days by Tearn Member
when you are finished. Then refresh the homepage by Reviews Starting in Next 30 Days by Org v)

hitting the “F5™ key on the keyboard.

Auto-Notification from ORION

Step 3 above tells ORION that you want email notifications on the selections you made in the
“View/Edit My Profile” screen. ORION can send you an email weekly to quarterly telling you all you wish
to know about your ORION entries. This feature provides a convenient reminder to help users stay in touch
with status information.
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The following is an example of the ORION email notification system:

-l Date: Tuesday

—~  orion@oro,doe.goy Owerdue Actions for Point OF Contact - ORION fuko-Motification Tue 10/9)2007 112 AM
~  orioni@aoro,doe.goy Owerdue Actions for Responsible Person - ORION Auto-Motification Tue 10/9)2007 5:12 AM
—  orion@oro,doe.goy ORD - All Dpen Finding, Priority 1 Issues - ORION Auko-Motification Tue 10/9§2007 5112 AM
~]  orioni@aro,dog.goy ORO - all Open Finding, Priority 2 Issues - ORIOM Auto-Matification Tue 10/9)2007 S:12 AM
—  orion@oro,doe,goy ORD - All Dverdue Actions - ORION Auto-Maokification Tue 10/9§2007 3112 AM
~]  otion@aro,dog. goy ORO - all Reviews that Need Updating - ORION Auto-Matification Tue 10/9)2007 :12 AM
—i  orion@oro, doe, gov ORO - all On Schedule Actions - ORIOMN Auto-kotification Tue 10/972007 3:12 AM
—~  orion@oro,doe.goy Open Issues For Point of Contact - ORION Auko-Mokification Tue 10/9§2007 5112 AM
~  orion@aro,doe.goy Walkthroughs Completed this Month - ORION Auto-Motification Tue 10/9)2007 8:12 AM
—  orion@oro,doe.gov Lessons Learned Entered in the Last 30 Days - ORION Auto-Matification Tue 10/9§2007 5:12 AM

Not only will ORION help the user stay on track with their commitments (above), but it will also send you
emails when there are new entries to the SC-1AS or any other schedules you wish to keep up-to-date with
(below). Below is an example of ORION email notifications sent out after edits were made to assessments on
the SC-1AS:

Date: Last Week

—1  otion@oro,doe.goy All 145 Changes - ORIOMN Auto-Matification Fri 10/5/2007 9:25 AM 7EKE
—1  otion@oro,doe.goy Al 145 Changes - ORIOM Auto-Motification Thu 1042007 11:39 AM 7EKE
—1  orion@oro.dos.goy All 145 Changes - ORION Auto-Motification Wed 10/3/2007 4:16 PM GKE
—1  orion@oro.dos.goy All 145 Changes - ORION Auto-Motification Wed 10/3/2007 4:13 PM JKE
—1  orion@oro.dos.goy All 145 Changes - ORION Auto-Motification Wed 10/3/2007 4:07 PM 7KE
—1  orion@oro.doe.goy &ll 145 Changes - ORION Auto-Motification Wed 10/3/2007 4:03 PM GKE
—1  orion@oro.doe.goy &ll 145 Changes - ORION Auto-Motification Wed 10/3/2007 1:46 PM G KE

AllIAS Changes - ORION Auto-Notification

orion@@oro dos goy
Sterling, Michael &

TAS Edits/Changes for REV-IVLIS-11/29/2006-9858 on 10/3/2007

Change Date Changed By Field Old Value New Value
10/3/2007 1:45:30 PIL Mfichael Stetling Site ENL
10/3/2007 1:45:20 PIL Ifichael Sterling Actal Finish Date £/1572007
10/3/2007 1.45:30 P Michael Sterling Aszessment Category Independent
10/3/2007 1:4530 PIL Ifichael Sterling Actal Start Date 611572007
10/3/2007 1.45:30 PIL Wichael Sterling Completed? No Yes

This email was generated avtomatically by OEION. Please do not reply to this email

IEyou do not wish to recetve this email in the foture, please update your profile m OEION.

In this example the ORION email notification contains a table showing the changes made to an assessment
on the SC-1AS. The user knows as soon as the assessment is edited and saved. Here it appears that an
assessment has been marked complete with a date of completion 6/15/2007.
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Search and Locate

The ORION Locate Feature: search the database whether you know the identification number or not!
ORION has the capability to perform a text search. Example: you need to edit a walkthrough you entered
and you can’t remember the walkthrough ID#. Simply search for a keyword/phrase that is applicable to your
walkthrough.

4 i Useful Links | Security & Privacy | Contact System
Home hew viewiEdt feports calenders = Hew Please enter the following information you would like to search for. Pleage
View/Edit My Profile C\'}';‘i;‘:;?:ie — ote that searches across "All" categories will take slightly longer than other
USE| searches.
Bl 115 roports & User: MICHAEL STERLING Categary
. 1AS Management Rollup # of Logins Today: 4 to | Assessments/Reviews v
I vonthiy Trend Charts ) My Activity Log for Today: O Search

2 Today's Date: Friday, October 12, 2007
Search

Text

. Administration

How to set ORION as a trusted site

My Status [JExact Matches Only

TISO Michael Sterling

Assessment/Review Status

13 zssessmentsfraeviews have passed their finish date and |0 assessmentsfreviews led this month,

need to be updated. 0 assessmentsfreviews participated in this month.

0 assessments/reviews are scheduled within next 30 days. |0 assessments/reviews scheduled to lead within next 20 days.

0 assessments/reviews are scheduled to finish within next |0 assessmentsfreviews I'm leading scheduled to finish within next 30
30 days. days.

Issue Status

0 issues closed within last 30 days,
0 issues past expected closure date.

0 issues coming due for closure in next 30 days. 0 issues are open where [ am POC and/or Accountable MarfPerson,
All Finding, Priority 1 issues are closed. 0 assessment/review issues entered in last 20 days where I am
4 Finding, Priority 2 issues are open. Accountable MgrfPerson andfor POC,

0 assessmentfraview issues entered in last 30 days.
1 walkthrough issug entered in last 30 days.

Action Status

Mo overdue actions where you are POC andfor Accountable Mgr/Persaon.
Mo open actions where you are POC and/for Accountable Mgr/Person,

Walkthrough Status

6 walkthroughs completed in last 30 days, L walkthrough completed in last 20 days,
Assessment Lessons Learned Status

Mo lessons learned entered on assessments or issues
mgmt in the last 20 days.
5 lessons learned on assessments or issues mgmt.

Mo overdue actions.
Mo open and on-schedule actions,
Mo actions are due within next 30 days,

Flease enter the following information you would like to search for. Please note that searches across "All" cateqaries will
take slightly longer than other searches.

Category to Search | Walkthroughs v

Search Text WiCS

[JExact Matches Only

1 records found. This search took 0.07 seconds.

Category Subject
WA K -4TP- Waste Inventary Control System (WICS)
0/21/2007- walkthroughs|Familiarization Walkthrough of the TWPC Contact  |100%
40289 Handled (CH) Waste Storage Facility
1
Example:

Above is a search performed on all walkthroughs that contain the acronym “WICS”. ORION
quickly searches all entry fields for WICS. When ORION finds the walkthrough it lists it in a
table for you to view. To view/edit the walkthrough simply click the “View/Edit” button for
access.
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Enter a New Walkthrough

ORION user friendly creation layout “New”: an intuitive form for creating assessments, walkthroughs, corrective actions, and issues.

To create a new walkthrough simply input the following fields and click Save. User information, date and walkthrough ID# are automatically
generated for you.

4 Useful Links | Security & Privacy | Contact System
Home e iew fEdit Reports Calendars Locate Help
Assessment/Review

! Walkthrough B INEFORMATION

! Leszons Learned a

! Facilities Magmt Team » % Useful Links | Security & Privacy | Contact Systern Administrator

Monthly Trend Charts 5 Yiew/Edit Calendars Locate Help
. Administration
Walkthrough: Entry Screen (Fields in red are reguired)
This bar displays status information for the page.
My Status
TISO Micl walkthrough # Date of Event* Site* Org*
: WALR-MSY 104 2/2007-8087 3 TIMAF TJSO
Assessment/Review Stat | ! hd
13 assessments/reviews have passed their finish date and |0 assessments,/reviews led 4 Assessor® Contractor’ Project
rneed to be updated. 0 assessments/reviews part] M|
0 assessments/reviews are scheduled within next 30 days, |0 assessments,/reviews schg X
0 assessments/reviews are scheduled to finish within next |0 assessments/reviews I'm| Abbott, Kim
30 days. days. R
Select a Functional Area ¥ Sub Project
Issue Status

0 issues closed within [ast 20 days, .
0 issues past expected closure date. A .
0 issues coming due for cosure in next 20 days. 0 issues are open where I 3 Functional Area Sub Area Facility Search
Al Finding, Priarity 1 issues are closed. 0 assessment/review issues|

4 Finding, Priority 2 issues are open, Accountable Mar/Person and
0 assessmentfreview issues entered in last 30 days. DOE Program Manager
4 walkthrough issue entered in last 20 days.

Action Status
Mo overdue actions, Date Entered

. Mo owerdue actions where yy
Mo open and on-schedule actions.
Mo actions are due within nexst 30 days. Mo open actions whers you { 10A272007
Entered By

Walkthrough Status [Michael Sterling

B walkthroughs completed in last 30 days. 1 walkthrough completed in
Assessment Lessons Learned ’w‘dated

Mo lessons learned entered on assessments or issues
mgmt in the last 20 days.
5 lessons learned on assessments ar issues mgmt.

Subject/Activity /Title *
Exarnple Walkthrough

Description{ Summary of activity fwork observed)

Any issues observed? Select Issue Type to add?
Mo hd

T Cr T e |
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Add a P3 Issue to a Walkthrough

To add an issue to a walkthrough you must have the browser’s pop-up blocker turned off (described on page 3). After entering in the
Walkthrough information click the “Save Edit” button making sure that the “Any Issues observed?” dropdown box contains a “Yes” (as shown
below). Note: you must save the Walkthrough information before you can add the issue information. Now, that you have saved the
walkthrough add a P3 issue by clicking next to “P3 (Trend Only)” below “Select Issue Type to add” (circled red below)? The moment you click

the P3 circle the form named “Priority 3 Finding Short Form” will appear as a pop-up (shown below, right). Fill in the applicable information and
click the “Save” button.

(FION
4 Useful Links | Security & Privacy | Contact System Administiato
Home Mew ViewfEdit Reports Calendars Locate Help
Walkthrough # Date of Event* Site ¥
WAL RCR 3Y-10415/2007-11 |1 01507 0RO v
Assessor® Contractor*
Sterling, Mike -~ | MNaone
Stevens, Jeff
' . Select a Functional area b

Sterling, Mike Functional Area Sub Area
Accelerator Safety B:

DOE Program Manager

| ¥

Date Entered

|1 0/15/2007

Entered By
IMichaeI Sterling

Trend Team Validated

Subject/Activity /Title*
|Test Walkthrough-2 101507

Description{Summary of activity /work observed)

Any issues observed? Select Issue Type to add?
Cp3(Trend Onlyy  Cp2 OpP1 O Profig
LOpy L Lustary

Click P3 for pop-up form
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View/Edit your New Walkthrough
ORION *View/Edit” feature: Now that you have created the walkthrough you can use this feature to easily view and edit the information you

input at anytime and as many times as you like.

7

COFRION

Horme

B view /edit m!
. 1AS Reports
. IAS Manage
. Monthly Tre:
. Administratia

need to be updated.

0 assessments/reviews are scheduled within next 30 days. |0 assessments/reviews scheduled to lead wi
0 assessments/reviews are scheduled to finish within next |0 assessments/reviews I'm leading scheduled

30 days.

0 issues closed within last 30 days.
0 issues past expected dosure date.
0 issues coming due for dosure in next 30 days.
Al Finding, Priority 1 issues are closed.

4 Finding, Priority 2 issues are apen.

Wiew fEdit

Assessment/Review
Issue

Corrective Action
Walkthrough
Lessons Learned

Useful Links | Seourity & Privacy | Contact System
Calendars Locate

Help

Reports

USER INFORMATION
& User: MICHAEL STERLING
# of Logins Today: 20
_D My Activity Log fd

Facilities List
Project List

H Today's Date: Fr

Useful Links | Security & Privacy | Contact S
Calendars

Yiew Edit Reports Locate

Facilities Mgmt Team
=

Issue Status

0 assessment/review issues entered in last 30 days.
1 walkthrough issue entered in last 30 days.

Mo overdue actions,
Mo open and on-schedule actions.
Mo actions are due within next 30 days.

Action Status

Walkthrough Status

6 walkthroughs completed in last 30 days.

Assessment Lessons Learned Status

Mo lessons learned entered on assessments or issues
mgmt in the last 30 days.
5 lessons learned on assessments or issues mgmt.

SCMS Rev. 1.2/AS_Exh16.pdf

y-wtatus

TJSO

Assessment/Review Status

13 assessments/reviews have passed their finish date and |0 assessments/reviews led this month.

Walkthroughs |
Standard Views for Walkthroughs

Wiew Al Walkthroughs for My Organization " Set as Default

Filtered Search for Walkthroughs

Site:
TJIMAF

Michael &ter]
Wl

0 assessments/reviews participated in this m|

days. e -
| Organization: | Facility

] 150 5

Oissues are open where [ am POC and/or Ag Assessor:

0 assessment/review issues entered in last
Lccountahle MgrfPerson and/far POC.

| Completed Between Start: | 1/1/2007 Finish: [2/30/2007

Choose from one or more of the picklists above to filter the list then click the "View' button.

Printer Friendly Version

Mo overdue actions where you are POC andj

Mo open actiohs where you are POC and/or 4 Save this view under the following name:

L

Walkthrough # Completed Site Facility Assessor

1 walkthrough completed in last 30 days.

Status of the fall protection corective actions from the
AUgust 28-31 Assistance Visit on Contral of
Hazardous Energy - Lockout Tagout and Fall
Protection at Thomas Jefferson MNational Laboratory
Evaluate Status corrective actions from the Hoisting
and Rigging Incident Investigation Report from the
tool bow drop October 24, 2006

WALK-CIB-
5/18/2007-
22796

Craven,

Wiew/Edit
James

5/18/2006 |TINAF)

WALK-CIB-
5/18/2007-
95645
WALK-QAT-
4/17/2007-
13105
WALK-QAT-
4/18/2007-
66959
WALK-QAT-
4/18/2007-
85547
WALK-QAT-
8/2/2007-89063

Craven,

wiewEdit
James

5/18/2007

“Wiew/Edit Oxygen Deficent Hazards 4/17/2006 $gﬁcs,

Takacs,

wiewEdit Ta

4/18/2007

Confined Space Review

Follow Up on Incident Investigation Report Nitrogen
Gas Release in Test Lab QA Room on June 3-5, 2006
Follow Up Actions

Takacs,

WiewEdit e

4/18/2007 |TINAF)

Takacs,

Wiew/Edit
Tany

TIMAF

Ergonomics a8/2/2007
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Enter a New Assessment

ORION user friendly creation layout “New”: an intuitive form for creating assessments, walkthroughs, corrective actions, and issues.

To create a new assessment simply input the following fields and click Save. User information, date and assessment ID# are automatically
generated for you.

4 - Useful Links | Security & Privacy | Contact System
Home MNew Wiew [Edit Reports Calendars Locate Help

AssessmentfReview

Wl USER INFORMATION
Lessons Learned & User: MICHAEL STERLING
Facilities Mamt Teamn 3 Q # of Loains Today: 20

Monthly Trend Charts DMy Activity Log fn.rTnday: 7
A Taday's Date: Friday, October 12, 2007

Administration

Assessment/R

13 assessmentsfreviews have passed their finish date and |0 assesd]
need to be updated. 0 assess]
0 assessmentsfreviews are scheduled within next 30 days. |0 assess|
0 assessments/reviews are scheduled to finish within next |0 assess)
20 days, days.

Issue S

0 issues closed within last 30 days.
0 issues past expected closure date.,
0 issues coming due for closure in next 30 days, 0issues
All Finding, Priority 1 issues are dosed, 0 assesg
4 Finding, Priority 2 issues are open. Account:
0 assessment/review issues entered in last 30 days,
1 walkthrough issue entered in last 30 days.

Action
Mo overdue actions.
Mo overi
Mo open and on-schedule actions. Na open

Mo actions are due within next 30 days.

6 walkthroughs completed in last 30 days. 1 walkth
Assessment Lesson

Mo lessons learned entered on assessments or issues
mgmtin the last 30 days.
5 lessons learned on assessments or issues magmt.
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View/Edit your New Assessment

ORION *View/Edit” feature: Now that you have created the assessment you can use this feature to easily view and edit the information you
input at anytime and as many times as you like.

Useful Links | Seourity & Privasy | Contact Swstem Administrator
Home MEw | iew/Edit | Reports Calendars Locate Help

Assessment/Review

view/Edit M| 1555 USER INFORMATION

IAS Reports Carrective Action & User: MICHAEL STERLING

1A8 Manage, ‘Walkthrough # of Logins Today: 20

Monthly Tre| LE550ns Learned =] My Activity Log for Today: Z

Today's Date: Friday, October 12, 2007

Administratic  Facilities List
Project List

Howvy to set ORION as a trusted site

Facilities Mgt Team 3

y-talus

| Assess

13 assessmentsireviews have passed their finish date a
need to be updated,

0 assessments/reviews are scheduled within next 30 da
0 assessments/reviews are scheduled to finish within ne
30 days.

| I

O issues closed within last 30 days.

0 issues past expected closure date.

0 issues coming due for closure in next 30 days.

&l Finding, Priority 1 issues are closed.

4 Finding, Priority 2 issues are open,

0 assessment/review issues entered in last 30 days.
1 walkthrough issue entered in last 20 days.

| A

Mo overdue actions,
Mo open and on-schedule actions,
Mo actions are due within next 30 days.

| Wal

|§ walkthroughs completed in 1ast 30 days.

| Assessment

Mo lessons learned entered on assessments or issues
mgmt in the last 30 days,
5 lessons learned on assessments or issues mgmt.
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The ORION Calendar of Assessments

One often used feature in ORION is the assessment calendar interface. This feature allows the user to view a monthly calendar which is populated
with all the assessments for their respective organization. Each day of the month contains an assessment that is being conducted by your organization.
Click on the date and below the calendar the link to the assessment report is shown. ORION users have found this feature very helpful in managing
their assessment, action, and walkthrough schedules.

COFION

4 Usetul Links | Security & Privacy | Contact System
Home Mew Wiew [Edit Reports Calendars Locate Help
Action Calendar
Yiew/Edit My Profile assessment Calendar(@) ATION
IAS Reports wWalkthrough Calendar ING
IAS Management Rollup ﬂ# of Logins Today: 20
Monthly Trend Charts My Activity Log fD.I’ Wday: 7
ﬂTDday's Date: Fridgk, October 12, 2007
Administration
Hows to set ORION ashh trusted site
My Statu

Assessment/Revi

13 zssessments/reviews have passed their finish date and |0 assessment:
need to be updated, 0 assessment:
0 assessments/reviews are scheduled within next 30 days, |0 assessment:
0 assessments/reviews are scheduled to finish within next |0 assessment:
30 days. days.

Issue Stat

0 issues closed within last 30 days.
0 issues past expected closure date.

0 issues coming due for dosure in next 30 days. 0 issues are o|
&l Finding, Priority 1 issues are closed, 0 assessment;
4 Finding, Priority 2 issues are open, Bccountable M

0 assessmentfreview issues entered in last 30 days.

1 walkthrough issue entered in last 30 days.

| Action Stat

Mo overdue ackions.
Mo open and on-schedule actions,
Mo actions are due within next 30 days.

| Walkthrough

6 walkthroughs completed in last 30 days. |; wealkthrougl

Mo averdue 3
Mo open actiol

Assessment Lessons L

Mo lessons learned entered on assessments or issues
mamt in the last 20 days.
15 lessons learned on assessments or issugs mamt.
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Integrated Assessment Schedule “IAS Reports”

Click here and you can view the IAS for Science, Site-specific, and organization level. Just enter in the dates and office you are interested in and
click the button. ORION allows the user to view assessments performed by their organization and assessment being performed on their

Useful Links | Security & Privacy | Contact System

wiew Edit Reparts Calendars Locate

Help

. View/Edit My Profile
1AS Reports

USER INFOR

& User: MICHAEL STERLI]
# of Logins Today: 20

L) My Activity Log for Toda

anagement Rollup

end Charts Start Finish
.ﬁTDday s Date: Friday,
B xdministration 14142007 5/30/2007 |
How to set ORION as a tr office | TS0
. . Fiscal vear | 2008 hdl
T1SO Michael Sterling _ |
Office | TJSO Indl
Org Being Reviewed
TJSO [l
0 assessments/reviews are scheduled to finish within next |0 assessments/reviews I'm leading schedd
30 days. days.
Issue Status
0 issues closed within last 30 days. )
0 issues past expected closure date, Fiscal vear |2008 Il
0 issues coming due for closure in next 20 days., 0 issues are open where I am POC and/or Accounta
all Finding, Priority 1 issues are closed. 0 assessmentfreview issues entered in last 30 days) Office | TJSO v
4 Finding, Priority 2 issues are open, Accountable Mgr/Person andfor POC, o
0 assessment/review issues entered in last 30 days.
1 walkthrough issue entered in last 20 days. .
Acti S Fiscal vear | 2008 Ihdl
ction Status ofics |TJ50 = |
Mo overdue actions, T
No S5en o on Sthedul acions e e L s | e
Mo actions are due within next 30 days. =

Walkthrough Status 4

6 walkthroughs completed in last 20 days. 1 walkthrough completed in last 30 days.

Assessment Lessons Learned Status

- Organization Being Reviewed
Mo lessons learned entered on assessments or issues

rmgrnt in the last 30 days., TISO w
5 lessons learned on assessments or issues mamt, — -l
Year |2008 %
Start Finish
1452007 9/30/2007
Qrganization Being Reviewed -l
TJS0
Select 145 level: | SC-IAS &
Start Finish
14172007 9/30/2007

Org Being Reviewed/Perfarming Review -l

TJS0 [v]

SC-IAS

Select IAS level: el
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Organizational Assessment Reports

SC-IAS Reports

SC [as wall Chart - Field Reviews Only [Date Filtered] (SC-IAS Reviews
performed on the organization)

* SC Integrated Assessment Schedule {(SC-145 Reviews performed both on and
by the organization)

F¥02-10 5C Integrated Assessment Schedule (SC-IAS Reviews performed on
the arganization)

**|Jse this report to generate the SC-1AS input to the SC Annual Performance
Plan.

Site IAS Reports

* Site Integrated Assessment Schedule (IAS Reviews performed both on and
by the Drgamzatlanj
**This report is used to generate the War Room charts.

Site Integrated Assessment Schedule (IAS Reviews performed on the
organization - includes SC-1A5)

F¥02-10 Site Integrated Assessment Schedule (Site IAS Reviews performed on
the arganization)

* Fy Schedule of all Assessments by Month (Incudes SC-1AS, Site 145 and non-
145 Reviews)

145 Levels & User-selected date range
(Filtered by Org; Grouped by SitefOrg and Sorted by Planned Start Date)

* 145 Levels & User-selected date range
(Filtered by Org; Grouped by Functional Area and Sorted by Planned Start
Date)
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Trending Capabilities

ORION data is stored on a server based database which can be easily extracted for trending purposes. At anytime you can take a “snapshot” of
how your organization is performing. Below you can see some of the data from ORO that has been set up as a special report (not viewable to
general user). This feature allows the organization to quickly view the data from which many trending opportunities are available. The graphs
show recent trending charts used in ORO’s quarterly trending report.

ORION
rd Usetul Links | Se curity & Privasy | Contast System
Home New wiew/Edit Reports \ Calendars Locate Help
Assessment/Review >
view/Edit My Profile
4 i EEs USER INFORMATION
148 Reports Actions ser: MICHAEL STERLING

IAS Management Rollup
Monthly Trend Charts
Administration

TJSO

Lessons Learned
Walkthroughs
Mzintenance Requests
Accident/Incident
Building Inspections

»
»
»
»

»
»
»

M racities

Monthly Trend Reports
VIIC

Assessment/Review Stat

of Logins Today: 20
y Activity Log for Today: 7
oday's Date: Friday, October 12, 2007

to set ORION as a trusted site

1ael Sterling
s

need to be updated

113 assessments/reviews have passed their finish date and

0 assessments/reviews are scheduled within next 30 davs.
0 assessments/reviews are scheduled to finish within next

0 assessments/reviews led
0 assessments/reviews par
0 assessments/reviews schi

iz manth,
Fipated in this month.

[Huled to lead within next 20 days.

Number of Corrective

0 assessments/reviews [ ing schedulad to finish within next 30 ‘
30 days. A

0 issues closed *
0 issues past ex
0issues coming
&l Finding, Priori
4 Finding, Priarit
0 assessment/re
1 walkthrough i

ORO-CC | ORO-EM ORO-FM

mOpen
TDue in less than 30 Days

o 0 5
0 1 0 3
[No overdue achr [ODue in 30 - 60 Days 0 0 0 o 0
Mo open and on BDue in 61 - 90 Days 0 0 o 2 1
Mo actions are d [ODue in over 90 Days 0 0 0 o 2
‘BOverdue o 1 o o o
in last 30 days o o 0 1 o
6 walkthroughs
Mo lessons learr Walkthroughs Versus Time: October 1, 2006 through September
mgmit in the last Data Source: ORION (Extracted 10/2/07)
|5 lessons learne
) 160
140
120 EM
—scC
—NS

Number of Walkthroughs
8 g

@
3
I
@

Currently set for ORO but can be easily adjusted for other SC sites.
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Custom Reports designed with your facility in mind

Given that ORION is a unique and dynamic program it can be tailored to fit any organizations needs. ORO facility representatives have taken
advantage of ORION’s customization capabilities. In the following example a you can see the entry form (Draft) on the left for the facility
representative report which can be saved and reopened at the user’s discretion. To the right you can see the finished report that can be emailed or
printed for monthly oversight purposes. The yellow indicates entry fields.
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EXAMPLE Integrated Assessment Schedule (IAS) List of ORION and SMART Functional

Business Operations
Administration

Financial Management
Human Resources
Procurement & Contract Mgmt
Small Business

Conduct of Operations
Communications

Control Area Activities
Control of Equipment and
System Status

Control of On-Shift Training
Equipment and Piping Labeling
Independent Verification
Investigation of Abnormal
Events

Lockouts and Tagouts
Logkeeping

Notifications

Operations Aspects of Facility
Chemistry

Operations Organization and
Admin.

Operations Procedures
Operations Turnover
Operator Aid Postings
Required Reading

Shift Routines and Operating
Practices

Timely Orders to Operators
Configuration Management
Diversity Programs
Emergency Management
Engineering

ES&H - Accelerator Safety
Basis

ES&H - Criticality Safety
ES&H - Environmental —
Environmental Compliance
Air Effluent Management
Water Effluent Management
Environmental Monitoring
NEPA

Environmental Management
Systems

Toxic Substances
Management

Green Buildings & Sustainable
Design

Areas and Subareas

Vehicle Fleet Management
ES&H - Environmental -
Waste Management
Hazardous Waste
Management

Radioactive Waste
Management

Solid Waste Management &
Pollution Prevention
Energy & Water Usage
Management

Affirmative Procurement
ES&H - Fire Protection
Fire Department/Emergency
Response

Fire Suppression/Detection
Systems

Hazards Identification and
Control

Inspection, Testing and
Maintenance

Life Safety/Facility Egress
Fire Hazards Analysis
ES&H - Industrial Hygiene
Biohazards

Bloodborne Pathogens
Chemical Safety

Confined Space
Ergonomics
Eyewash/Eyewash Station
Hazard Communication
HAZWOPER

Laboratory Standard

Laser Safety

Noise/Hearing Conservation
Nonionizing Radiation
Occupational Health/Medicine
Respiratory Protection
Thermal Stresses

Toxic and Hazardous
Substances
Ventilation/Local Exhaust
ES&H - Construction &
Industrial Safety
Compressed Gases
Electrical
Excavation/Trenching

Fall Protection

Hand and Power Tools

Heavy Equipment

Hoisting and Rigging/Cranes
Housekeeping/Storage
Lighting

Machine Guarding

Materials Handling

Personal Protective Equipment
Powered Industrial Equipment
Recordkeeping

Scaffolding
Stairways/Ladders
Walking/Working Surfaces
Welding/Cutting

ES&H - Nuclear Safety Basis
ES&H - Radiation Protection
Contamination Control

Entry Control

Plans & Procedures

Records & Reports

Sealed Radioactive Source
Control

Surveys

Information Technology (IT)
Cyber Security

ISM (General)

Maintenance

Packaging and
Transportation

Project Management
Property Management
Quality Assurance

Program

Personnel Training &
Qualification

Quality Improvement
Documents & Records

Work Processes

Design

Procurement

Inspection & Acceptance
Testing

Management Assessment
Independent Assessment
Safety Software Quality
Suspect/Counterfeit Items
Safeguards and
Security/ISSM

Note: This Exhibit includes example Functional Areas and Sub-areas for Use in (1) Identifying Functional

Areas covered during assessments and walkthroughs and (2) Trending of Findings.

SCMS Rev. 1.2/AS_Exh16.pdf
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The list provides typical functional areas (in bold font) and further breakdown for some of the functional areas into
sub-areas for use in describing what areas are covered in an assessment or walkthrough. The same list of functional
areas/sub areas is also used for categorizing/trending of findings that may be identified during an assessment or
walkthrough. (For example: an Operational Readiness Review (ORR) may cover several functional areas, such as
conduct of operations, emergency management, maintenance, industrial safety, industrial hygiene, quality assurance,
etc. Findings from the ORR would be in a particular functional area/sub area, such as: Industrial Safety- Hoisting
and Rigging/Cranes. Another finding may be in Quality Assurance- Personnel Training & Qualification.)

In order to be effective, trend codes should be consistently applied, and the number of trend codes should be limited.
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REQUIRED FORMS (2) TO OBTAIN ACCESS TO ORION

The forms provided on the following pages should be completed (complete yellow highlighted
items) and returned for processing.
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Responsibilities of Users of DOE-ORO Computer Facilities

Before you are granted access to centrally managed computer systems operated by the U.S. Department of
Energy (DOE), Oak Ridge Operations (ORO), you must read and accept the following responsibilities:

1. My password for access to ORO unclassified computing resources is to be protected at the
highest sensitivity of information to which it allows access or at a minimum, it is to be
protected as “Official Use Only.” I will not share my password with anyone or allow anyone
to use my password to access computing resources. If I write my password down, | will
protect the paper by properly securing it. If | suspect that my password has been
compromised, | will initiate the appropriate steps to have a replacement password generated.

2. 1 will protect all information under my control or to which |1 am granted access. Information
in my custody is a valuable company asset that should be protected according to its highest
level of sensitivity regardless of its form (e.g., CRT, magnetic media, hardcopy, or printer
ribbon).

3. 1'will use the computing resources, both internal systems and networks, and external network
connections, for official business in support of my assigned duties. | will not use the
computing resources in a manner which would constitute waste or fraud (such as playing
games, downloading sexually explicit materials, sending personal e-mail, etc.) toward DOE,
ORO, or any other government or commercial organization. | will not abuse the computing
resources, nor will I use the resources to support any personal business or activities.

4. 1 will use only properly authorized and/or licensed software on computing resources to which
I have access. | will not create or modify any software for the purpose of disrupting
operations, circumventing security controls, or destroying or modifying data or programs
without authorization. Also, I will not create or modify any software to provide unauthorized
access to computing resources or to gain access to privileges, programs, data, passwords, or
resources for which I am not authorized.

Acknowledgement Statement:

You are advised that there is no expectation of privacy of your activities on DOE ORO systems. DOE
retains the right to monitor all activities on these systems, to access any computer files or mail messages,
and to disclose all or part of information gained to authorized individuals or agencies, all without prior
notice to, or consent from, any user, sender, or addressee. By your signature below and by using DOE
ORO systems, you consent to permit access by DOE or another authorized investigative agency to any
DOE computer you have used. This access by DOE or another authorized investigative agency is in
effect during the period of your access to information on a DOE computer and remains in effect for a
period of three years thereafter. Anyone using these systems acknowledges their consent to, and
understanding of, these terms and conditions.

Name (Printed) User 1D

Signature Date
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Instructions for form:

Please read the responsibilities, complete the yellow highlighted information, and fax your
completed form to John Murmann at FAX Number 865-576-3071.

Please also give John a call at 865-576-1820 or email at murmannj@oro.doe.gov to let him know
your form has been sent so he can take it to ORO IT Services when it arrives.
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BUSINESS SENSITIVE (with entry)

FORM FOR DEPARTMENT OF ENERGY (DOE) EMPLOYEES, OTHER GOVERNMENT
AGENCIES AND ORO GOVERNMENT CONTRACTORS REQUESTING ACCESS TO
OAK RIDGE OPERATIONS (ORO) COMPUTING RESOURCES

A. NAME B. PHONE C. UID
D. BADGE NUMBER E. SOC. SEC. NUMBER
F. ADDRESS:
DIVISION NAME E-MAIL NAME
ROUTE SYMBOL/ORG. CODE BRANCH NAME
BUILDING MAIL STOP ROOM
CITY STATE ZIP

G. EMPLOYER/CONTRACTOR:

H. CITIZENSHIP: USA OTHER (SPECIFY)

I. CURRENT CLEARANCE LEVEL.:
NONE DOE Q DOE L OTHER US GOVERNMENT AGENCY (SPECIFY)

J.  ACCESS REQUEST: | am requesting access to the following “UNCLASSIFIED” ORO information system resource(s):
1. [X] DOEORO Domain 2.[ ] DOE Mail 3.[ ] ORO-PPP 4.DOE-VPN* ([_] ORO Network, [ ] DOEnet Only)

5. IX] Other (Specify) __https://orion.oro.doe.gov

K. DATES ACCESS IS REQUIRED: Begin: __ 11/1/2006 End: __ none

APPLICANT RESPONSIBILITY STATEMENT

This access is required in the normal course of my employment or other association with Oak Ridge Operations. | agree to abide by
all applicable Oak Ridge Operations procedures and regulations governing these Information System resources. | understand that the
Information system(s) for which | am requesting access contain(s) information which is the property of the DOE, and that | will treat
and protect such information in a manner consistent with its sensitivity and that none of this information will be disclosed to others or
retained by me at the end of my employment or other association with Oak Ridge Operations. | also understand that | am responsible
for the protection of such information while it is in my possession or control and that the release of said information may be a
violation of Federal Laws.

Signature Date

DOE/ORO DIVISION MANAGER OR CONTRACTING OFFICER REPRESENTATIVE STATEMENT
I have reviewed and concur with the request to access the Oak Ridge Operations information systems resource(s) for the individual
named in Section A of this form.

Name: David Allen/Harold Monroe/Larry Kelly Date
(type/print) Signature

DOE/ORO/IRMD AUTHORIZER STATEMENT
I have reviewed the request to access the Oak Ridge Operations Information Systems resource(s) for the individual named in Section
A of this form and approve access to the AlIS resources specified in Section J. This access is to be removed as of the end date in
Section K.

Name Date
(type/print) Signature
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Instructions for form:

Please complete the yellow highlighted information and fax your completed form to John Murmann at
865-576-3071.

Please also give John a call at 865-576-1820 or email at murmannj@oro.doe.gov to let him know your
form has been sent so he can get it processed when it arrives.
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